Comments of the Software and Information Industry Association in response to
Notice‐OERR‐2013‐01 published in the Federal Register on May 13, 2013
On behalf of the Software and Information Industry Association, please accept the following
comments in response to the above referenced RFI published in the Federal Register on May
13, 2013 requesting stakeholder comments on the implementation of Section 8(e) of Executive
Order 13636‐Improving Critical Infrastructure Protection, issued on February 12, 2013. We
greatly appreciate the opportunity to provide formal comments on this critical section of the
Executive Order.
SIIA is the principal trade association of the software and digital information content industries,
with more than 600 member companies that provide software and electronic content products
and services. SIIA is also a leading voice for innovative technology companies providing services
to the federal government through our Public Sector Innovation Group.
As the notice states, within 120 days of the issuance of the Executive Order, GSA and the
Department of Defense in consultation with the Department of Homeland Security and the
Federal Acquisition Regulation Council are required to make recommendations on the
feasibility, security benefits and relative merits of incorporating security standards into
acquisition planning and contract administration and to review what steps can be taken to
harmonize existing procurement requirements. We appreciate the recognition that broad
stakeholder outreach is an important part of this process.
SIIA and its member companies share the overall goals of the Administration in developing a
cybersecurity framework that improves our ability to protect government information and
critical infrastructure from cyber‐ attacks. As leaders in the global market for software and
information products and services, many SIIA members provide products and services that
protect businesses, consumers and public sector entities from cyber‐attacks, viruses and a
wide‐range of online security threats. As a result of this experience, these members have a
critical voice in the debate on the implementation of Section 8(e) of Executive Order 13636.
While we recognize the importance of the overall goals of the Executive Order we have some
significant concerns regarding the potential implementation of this section.

As we read the Federal Register Notice, it appears to suffer from a fundamental flaw that does
not reflected the carefully crafted scope of the Executive Order: It sweeps all IT companies or
their customers into the same regulatory basket as the most critical infrastructure systems.
This is concerning because the Executive Order itself carefully defined the term “critical
infrastructure” to mean systems and assets, whether physical or virtual, so vital to the United
States that the incapacity or destruction of such systems and assets would have a debilitating
impact on security, national economic security, national public health or safety, or any
combination of those matters. This distinction is critical as not all systems fall under this
definition and thus not all systems and assets should be required to comply with this level of
regulation.
On this initiative, and other components of the Executive Order, we strongly encourage GSA,
DOD, DHS and the FAR Acquisition Council to resist an approach that is overly‐prescriptive,
where mandates would have the adverse effect of slowing the development of standards in the
private sector or have the unintended effect of putting U.S. companies at a disadvantage to
their counterparts around the world. The result of this approach would be to stifle innovation
and create an impediment to enhancing cybersecurity.
NIST Cybersecurity Framework will influence Section 8(e) implementation
As GSA and DOD are both well aware, the Executive Order requires NIST to develop a broad
framework to improve critical infrastructure cybersecurity. The development of this
framework, the subject of an RFI issued by NIST on February 26, 2013 is taking place
concurrently with the information being gathered by GSA and DOD to comply with the
requirements of Section 8(e). SIIA believes the NIST framework is an important first step in the
process of developing common criteria, definitions and standards for cybersecurity. It is
anticipated that the NIST framework will establish a baseline for cybersecurity and critical
infrastructure protection across a wide spectrum of industries. It is these baseline
requirements that should inform the development of sector‐specific guidelines, not the
granular, contractor‐specific approach outlined in this RFI and as proposed generally in Section
8(e). Therefore it is our recommendation that the requirements of Section 8(e) calling for the
development of government contractor‐specific, procurement‐specific cybersecurity
requirements, at minimum, be delayed until the broad NIST cybersecurity framework has been
fully developed. It is likely that there will need to be a review of Section 8(e) following this
work.
Supply Chain and Software Assurance

SIIA strongly views the “Common Criteria” process as a globally recognized, effective solution to
the rapidly changing IT marketplace, as it provides a widely accepted methodology that allows a
'tested once, accepted everywhere' approach to IT certification. SIIA urges the Department, and
the Administration, to avoid establishing any new, prescriptive supply chain or software
assurance scheme that would establish the Government as a leader in the process of
developing technology, or that would create a U.S.‐centric standard. A U.S. Government‐
established security standard would conflict with the proven security regime that has long been
the foundation of our effective national security strategy, with the likely outcome of impeding
the use of commercially‐developed technology and retarding the continued development of
federal information security. SIIA opposes any effort to micromanage the conformance‐based
assurance models that would limit the value derived from evaluation and mutual recognition,
limit certainty and consistency, create barriers to international trade and limit market access to
U.S. companies.
Baseline standards
The RFI asks about the implications of imposing a set of baseline cybersecurity standards into
federal acquisition and provides a number of specific questions as to the implications of
applying these baseline standards. As a general matter, SIIA believes that having generally
accepted criteria is critical, but questions whether the baseline requirements the Executive
Order and subsequent RFI seek to implement are already being met by other established
federal requirements.
SIIA acknowledges the need to ensure that basic protections and safeguards are in place for
government information that is either resident or transmitted through contractor information
systems. These basic requirements are reflected in existing federal laws and regulations and
are adapted as threats and vulnerabilities in cyberspace evolve and grow more complex. On a
case‐by‐case basis, cybersecurity requirements for specific information or projects are put in
place on a contract‐by‐contract basis ensuring that most critical, high priority systems and
information receives the greatest level of attention.
FISMA
In our view, the Executive Order appears to fail to recognize the critical role that the Federal
Information Security Management Act (FISMA) (44 USC, Sec. 3541) plays in ensuring the
security of systems used by the federal government. The requirements of FISMA, enacted in
2002 as Section III of the E‐Government Act (PL 107‐347) address a number of the questions
raised in the RFI. For example, FISMA already provides a consistent, accepted, risk‐based policy

for ensuring cost effective security for government IT systems. FISMA defines the framework
for managing federal information security for all systems used or operated by the federal
government or by contractors on behalf of the federal government. This framework is further
defined, as required by FISMA by the standards and guidelines developed by NIST, updated as
recently as April, 2013 with the publication of NIST Special Publication 800‐53, Security and
Privacy Controls for Federal Information Systems and Organizations.
FedRAMP
The Federal Risk and Authorization Management Program (FedRAMP) is the result of close
collaboration between cybersecurity experts at GSA, NIST, DHS, DOD, NSA, OMB, the Federal
CIO Council and its working groups, as well as portions private industry. The program aims to
accelerate the adoption of secure services through reuse of assessments and authorizations,
increase confidence in security of "cloud" solutions, achieve consistent security authorizations
using a baseline set of agreed upon standards for "cloud services"/non‐governmental data
centers. The program has proved complex and somewhat unwieldy for both agencies and
vendors that utilize the Federal Information Security Management Act security controls and
requirements for acquisitions.
We have concerns that some of what this Executive Order aims to accomplish may additionally
overlap with and be redundant to FedRAMP itself ‐ potentially requiring any Internet‐enabled
computing services utilized by the government to be subjected to new baseline security
assessments, on top of the existing FISMA and FedRAMP requirements. Not only would this
practice be costly, slow, and inefficient, but it could lead to new technology‐specific overlays for
services that are already being utilized and assessed by the federal government in a
technologically‐neutral way.
If GSA were to take this approach for every critical sector, it could lead to dozens of different
variations of FISMA and FedRAMP, with varying degrees of compliance.
Creating incentives
Given the increased threat of cyber‐attacks in the United States and around the world, and the
need to continuously improve cybersecurity industry‐led standards and practices, SIIA
recognizes the potential benefit of offering incentives to organizations to develop improved
cybersecurity plans, policies, procedures and operational cyber defenses. As stated earlier, we
support the goals of the Administration in developing a cybersecurity framework that improves
our ability to protect critical infrastructure from cyber‐attacks and concur that a national
framework for data security and breach notification should be enacted. Such a framework is

necessary to prevent breaches and ensure consumer confidence, predictability and certainty
for consumers, businesses and government alike. However, it is important to remember that
Federal government contractors already comply with a multitude of federal laws and
regulations, state data breach notification laws and regulations, and related cybersecurity
requirements mandated by FISMA, the FAR and other federal procurement practices.
We have a general concern that the voluntary nature of the Executive Order’s provisions would
in fact be a regulatory mandatory “preference” for any government contractor who does
business with the Federal government without consideration of the mission or context in which
the particular acquisition is occurring. We also reiterate our concern that this approach goes
beyond the scope of the Executive Order. The economic and innovation impact to both large
and small vendors, and the increase in the overall cost of market entry and reduced
competition, would be enormous without a clear demonstration of the net benefit.
Government contractors already have stringent security requirements
In addition to the FISMA requirements discussed above, federal contractors are also required to
comply with a number of other major cyber‐related regulations, both current and proposed,
including those found in the Federal Acquisition Regulation (FAR), the Defense FAR Supplement
(DFARS) and the 2012 and 2013 National Defense Authorization Acts (NDAA).
There is a clear risk that the approach of Section 8(e) and embodied in the RFI would create
confusion for both the Federal government and vendors.
DOD proposed cyber regulations
In 2011, the Department of Defense proposed a set of cyber regulations that cover non‐public,
non‐classified DOD information that is resident on or transitioning through contractor’s
systems. The requirements divide the information into basic and enhanced, with a different set
of security requirements applying to each. The basic information requirements preclude
contractors from releasing non‐public information outside of their organizations or to
employees or subcontractors who do not have a right to know. In addition to the release
restriction, the proposed regulations require minimum protections on how government
information residing with a contractor is to be handled and what is required when it is
transmitted, as well as other requirements. Under the proposal, enhanced information
including information designated by DOD as critical, that which is subject to export control
laws, controlled information such as For Official Use Only (FOUO), or personally identifiable
information is subject to the enhanced requirements of NIST Special Publication 800‐53,

discussed above. The enhanced procedures also require breach notification within 72 hours of
discovery.
Proposed DFARS Regulations
Section 941 of the FY 2013 NDAA, requires the Secretary of Defense to establish procedures
requiring certain contractors to report cyber‐breaches of their covered networks and allows
DOD with unmitigated access to covered contractor networks to determine if DOD information
may have been compromised. This proposed regulation, while currently in the draft interim
rule stage could have a major impact on commercial government contractors because it goes a
step beyond what is currently required of contractors and could potentially require clear
contractors to report any intrusion of their network, not just that which potentially exposed
classified information..
Finally, Section 806 of the FY2012 NDAA requires contractors to conduct a full scale risk
assessment of their supply chains for national security‐related systems to determine the level
potential risk. While still in the draft interim stage, this rule could open the door to a significant
reporting requirement throughout a contractors supply chain.
Proposed FAR changes
Changes proposed in 2012 to the Security Requirements of FAR Part 52.204 identifies 7 basic
safeguards for contractor information systems through which non‐public information
generated by or for the federal government is resident or transmitted. The proposal, FAR Case
2011‐020 currently in the draft final rule stage will apply to contracts exceeding the simplified
acquisition threshold ($150,000), including commercial acquisition and must be flowed down
the supply chain to subcontractors at any tier. This proposal is very broad in its application and
is a significant proposed change that once finalized will require covered contractors to review
not only hardware and software, but facilities, employee practices, and subcontractor
relationships to ensure compliance.
GSA proposed cyber regulations
In January 2012, GSA released updated cyber regulations applying to GSA contracts for IT
supplies, services and systems which involve physical or electronic access to non‐classified
information supporting GSA’s mission. Included here are requirements for IT security plans,
compliance with NIST Special Publication 800‐37 on security authorizations and notice and

access requirements for GSA contractors when dealing with hired or departing employees with
access to GSA information.
Conclusion
Thank you for the opportunity to submit comments on the implementation of Section 8(e) of
Executive Order 13636‐Improving Critical Infrastructure Protection. We greatly appreciate your
attention to the matters raise in these comments and we look forward to working with you.

