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September 25, 2020 
 
Via Email 
Alice Leiter, eHI (Alice@ehidc.org) 
Andy Crawford, CDT (acrawford@cdt.org) 
 
 Re: Draft Consumer Privacy Framework for Health Data  
 
Dear Ms. Leiter and Mr. Crawford: 

 
On behalf of SIIA, thank you for the opportunity to submit comments and suggestions on 

the Draft Consumer Privacy Framework for Health Data (Draft Framework). On September 23, 
SIIA launched a new Health Data Policy Initiative to encourage the modernization health data 
privacy regulation from HIPAA and beyond.1 SIIA represents more than 700 companies in the 
global information industry, including companies that innovate to create health benefits on an 
individualized and societal-wide scale. We support bringing United States health data privacy 
standards into the 21st Century by updating the Health Insurance Portability and Accountability 
Act (HIPAA) and enacting a national data privacy standard for health data that falls outside of 
HIPAA. For the latter, SIIA supports a risk-based, flexible approach that sets clear and 
appropriate guardrails on how companies can use health data, and that harmonizes with HIPAA 
to enable the safe flow of information to support better health outcomes for consumers and 
society.  

 
 SIIA appreciates the tremendous work that CDT and eHI put into creating the Draft 
Framework, including your engagement with diverse stakeholders. While SIIA supports many of 
the key principles behind the Draft Framework, we have significant concerns that it is not 
operationally workable and that, despite its stated intention, is framed on a notice and consent 
model that will overburden consumers with voluminous data privacy choices while risking the 
loss of innovation from health data. Our comments focus on these concerns and suggested 
revisions.   
 

I. Introduction 
 
 The 21st Century has seen major transformations in healthcare and personal wellness, 
driven primarily by technology and consumer demand. Healthcare and personal wellness are no 
longer centered solely around providers. Instead, consumers expect to be active participants in 
their healthcare and to have access to the data driving those decisions. Tech has risen to meet 
these demands by providing consumers with innovative tools to capture, track, analyze, and 

 
1 More information on SIIA’s Health Data Policy Initiative is available at: 

https://promo.siia.net/health-data-initiative/.  
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share their personal health information. With the recently finalized rules on interoperability,2 the 
U.S. is on track to enable individual control of health data, whether in the patient or consumer 
context.  
 
 With this innovation, including greater access and control, comes important policy 
questions on how health technology companies innovating in this space can and should protect 
individual privacy, and what should happen when health data leaves the HIPAA regulatory 
framework. SIIA supports a modernized solution to health data privacy, including a national 
framework for non-HIPAA data that sets forth robust privacy protections, and harmonizes with 
HIPAA to promote and enable the safe flow of data for the benefits of consumers and their 
healthcare and/or personal wellness outcomes. 
 
 This modernization will require sensitive policy decisions by Congress in order to enact 
solutions that will robustly protect consumers while preserving innovation for better health and 
wellness outcomes. SIIA supports Congressional action in this area, and we thank CDT and eHI 
for their thought leadership and engagement to develop principles that may guide federal 
policymakers.    
 

II. Definitions 
 

A. Consumer Health 
 
 The bedrock of health data privacy legislation lies in its scope; specifically, its definition 
for health information. Under-inclusive definitions risk a lack of protections for data that actually 
is used or intended to be used as a health data. Over-inclusive definitions risk regulating all data 
as health data, which is unworkable for consumers and industry stakeholders. We appreciate 
that this is an inherently difficult task.  
 
 The Draft Framework uses a two-pronged definition for consumer health information. 
First, subsection (a) defines consumer health information as: 
 

“[a]ny information, recorded in any form or medium that –  
i. is created or received by an entity; and  

1. Relates to or is used to determine, predict, or estimate the past, 
present, or future physical or mental health condition of an individual; or  

2. Relates to the provision of health care to an individual.” 
 

Second, subsection (b) identifies specific data sets that are per se health information 
“regardless of the purpose or outcome of the collection, disclosure or use.” For this, it identifies 
the following data sets: (1) data that reflects racial or ethnic origin; (2) genetic data; (3) biometric 
data; (4) data that reflects reproductive health; (5) data that reflects sexual orientation; (6) data 
that reflects disability; (7) data that reflects sensitive disease conditions; and (8) data that 
reflects substance abuse. 
 

 
2 Press Release, HHS Finalizes History Rules to Provide Patients More Control of Their Health 

Data, March 9, 2020, available at https://www.hhs.gov/about/news/2020/03/09/hhs-finalizes-historic-rules-
to-provide-patients-more-control-of-their-health-data.html.  

https://www.hhs.gov/about/news/2020/03/09/hhs-finalizes-historic-rules-to-provide-patients-more-control-of-their-health-data.html
https://www.hhs.gov/about/news/2020/03/09/hhs-finalizes-historic-rules-to-provide-patients-more-control-of-their-health-data.html
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 We appreciate that the Draft Framework intentionally did not tie the definition of 
consumer health information to the direct provision of health services in an effort to avoid an 
under-inclusive definition. In practice, however, the proposed definition is overly-inclusive and 
the result is that all data becomes health data. For instance, subsection (a) of the definition can 
be interpreted to mean that any data that is capable of relating to the past, present, or future 
physical or mental health condition of an individual. As just one example, this definition will 
capture zip codes as health data because they can be a good predicter of an individual’s 
mortality. More typically, however, zip codes are collected to ship goods to consumers or to bill 
for goods and services. The proposed definition, therefore, is untenable and operationally 
unworkable. To avoid this, we encourage CDT and eHI to revise subsection (a) of the definition 
as follows: 
 

• “Relates to or is directly used to determine, predict, or estimate the past, 
present, or future physical or mental health condition of an individual; or” 

• “Relates to is used for the provision of health care to an individual.” 

Subsection (b) of the definition also is over-inclusive by deeming identified data sets with 
dual values as per se health data, irrespective of whether the data is actually used to determine 
or predict an individual’s health condition. Racial or ethnic origin, for instance, may have a 
health value if used to determine the propensity for health conditions based on race, but its data 
value can also relate to identification without any connection to a health determination. Similarly, 
biometric data is a broad term capturing lots of information the actual use of which is unrelated 
to health determinations, including shoe sizes. Yet, this definition would have an online shoe 
store treat such information as consumer health information. Alternatively, biometric data could 
be used solely for authentication purposes, such as our mobile phones using facial recognition 
to open, without involving an actual use of the data for a health determination. 

 
We recognize that it is difficult to identify which data should be treated as per se health 

data, and that difficulty is reflected in the problems noted above. To avoid this, the better 
solution is to define health data based on the actual circumstances of its collection, disclosure, 
or use, rather than to assume that because data is capable of being used for a health outcome 
that it should be treated as health information per se. We recommend that the Draft framework 
either delete subsection (b) or tailor this per se application of the definition to an actual outcome 
relating to health determinations.  

 

B. Aggregated Data and De-identified Data 
 

 As a general matter, the Draft Framework’s exclusions for aggregated and de-identified 
data responsibly incentivize privacy-protective processes for using health data. With that said, 
we are concerned that the exclusion for aggregated data exemption only allows its use for 
research purposes, which ignores the significant innovations in health care and personal 
wellness that can be derived from health data in the non-research context. If the other three 
conditions for aggregated data are met, the data should be available for broader use, which can 
drive better health outcomes.3  

 
3 As just one example, Carnegie Mellon is making aggregate data available from its COVID-19 

Symptom Survey, which gathered self-reported descriptions of symptoms through surveys with the help of 
Facebook and Google. More information is available at: 
https://www.cmu.edu/news/stories/archives/2020/april/self-reported-covid-19-symptoms-disease-
forecasts.html.  

https://www.cmu.edu/news/stories/archives/2020/april/self-reported-covid-19-symptoms-disease-forecasts.html
https://www.cmu.edu/news/stories/archives/2020/april/self-reported-covid-19-symptoms-disease-forecasts.html
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 Turning to de-identified data, we note that the definition is broader than the apparent 
intended scope of the Draft Framework based on its definition of consumer. The Framework 
defines “consumer” to mean an individual, and then defines health information based on its 
relation to a consumer, i.e. an individual. The definition for de-identified data, in contrast, 
extends beyond the consumer to households and devices. This is inconsistent and 
unnecessary. The definition of de-identified data should be limited to “information that cannot 
reasonably be used to infer information about, or otherwise be linked to, a consumer.”  
 
 Additionally, many companies may fall under HIPAA as a business associate in one 
business context and outside of it in another. It would be beneficial to include an option for de-
identification for those companies that use the two de-identification methods authorized by the 
HIPAA Privacy Rule even when not operating as a business associate under HIPAA.4 
 

C. Publicly Available Information  
 

 SIIA has long advocated for privacy regulations to appropriately exclude publicly 
available information. Privacy regulation must be balanced against other equally important 
values, in particular the free flow of information in the public domain. Many other legislative 
proposals, including the Uniform Law Commission’s current draft for a model privacy law, 
California’s upcoming ballot initiative proposal to amend the CCPA, the COVID-19 Consumer 
Data Protection Act, and the SAFE DATA Act all contain public domain exclusions. We 
commend the Draft Framework for attempting to strike this balance with its exclusion for both 
governmentally-sourced and privately-sourced public information, and understand that the Draft 
Framework’s intention was to capture publicly available information without being overly broad. 
  
 SIIA has three concerns with the Draft Framework’s formulation. The first has to do with 
the Draft Framework’s requirement that widely distributed media in an audio, visual, or online 
format only qualifies as publicly available if it is available on an unrestricted basis and is 
published without breaching the terms of service. Outside of very narrow bounds, website terms 
of service are irrelevant to whether a particular piece of speech enjoys First Amendment 
protection. Thus, a video made available on a streaming site might be a copyright infringement, 
which many terms of service prohibit. The factual information and ideas in that video, however, 
maintain their First Amendment protection whether the video is infringing or not. Similarly, the 
fact that a user creates an account using a fictitious name is similarly irrelevant to the 
constitutional protection that the content receives, and invites government enforcement based 
on non-privacy related concerns. The “terms of use” requirement introduces a host of irrelevant 
and constitutionally problematic concerns into the determination of covered information, and we 
recommend deleting this language.   
 
 The second concern is that the exclusion does not apply to information that costs more 
than $20 per month. Daily delivery of the New York Times is double that amount. Moreover, an 
industry newsletter could easily cost $1500 per year, and be offered to the general public. The 

 
4 These two methods are the Expert Determination Method, which requires a formal 

determination by a qualified statistician, and the Safe Harbor Method, which involves the removal of 18 
specified individual identifiers. We agree that the HIPAA de-identification model does not make sense as 
a baseline for non-HIPAA privacy regulation, but it should permit HIPAA-compliant methods for those 
entities that may already have policies and procedures in place to de-identify in that manner or that have 
other business operational reasons to do so.  
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information in these kinds of publications is in the public domain, and should be treated as such.  
The cost requirement should be stricken.   
 
 Our third concern relates to the treatment of certain publicly available information on 
social media services, which requires information to be available to “all users” of the service.  
Some companies permit their users to “block” other users from access to or interaction with 
accounts while logged on, while leaving the content of the same account open to the public.  
Thus, while not literally available to “all users of the service”, the information is available more 
generally—indeed, only to those who do not use the service.   
 
 We suggest the following language as better balancing privacy interests against First 
Amendment safeguards, and insulating any resulting statute from constitutional attack: 
  

• “Publicly available information” means information that is (1) lawfully made available to 
the general public from federal, state, or local government records; (2) available in 
widely distributed media; or (3) any such information that a [covered entity] has a 
reasonable basis to believe is lawfully made available to the general public. For 
purposes of this section, a [covered entity] has a reasonable basis to believe that 
information was lawfully made available to the general public if the [covered entity] has 
taken steps to determine that the information is of the type that is available to the 
general public and that the consumer who can direct that the information not be made 
available to the general public has not done so.  

 
• “Widely distributed media” means information that is available to the general public, 

including information from a telephone book or online directory; a television, Internet, or 
radio program; the news media or a Web site that is available to the general public on 
an unrestricted basis. A Web site is not restricted merely because an internet service 
provider or a site operator requires a fee or password, so long as either the Web site 
makes the information available to the general public or the consumer provides access 
to the information to the general public.  

III. Rethinking Notice and Consent  
 
 Like CDT and eHI, SIIA advocates for a health data standard that moves away from 
notice and consent frameworks that unduly burden consumers with voluminous data privacy 
choices and ultimately works to bless any matter of sins based on the ability to obtain consent. 
While transparency should always be a standard, the better policy is to establish clear rules of 
the road for how health data can be collected and processed, rather than relying on a consent 
framework that can fail to inform and even exhaust consumers. While we appreciate that it was 
CDT’s and eHI’s intention for the Draft Framework to move beyond notice and consent, we have 
significant concerns that it has not done this, except to bar companies from obtaining even 
affirmative opt-in consent for secondary uses. 
 
 The Draft Framework requires affirmative consent for even the most basic uses of health 
data that are anticipated by the very nature of the underlying service or product that prompts the 
collection. For example, a company selling wearable fitness devices would be required to obtain 
affirmative express consent before collecting the fitness data the device must collect for its 
baseline utility to the consumer. Inexplicably, Section IV’s provision on permissible collection 
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and use practices would prohibit even a secondary use with opt-in consent in order for the 
company to use the data for analytics to drive better performance and outcomes for the 
consumers. 
 
 Further complicating this is an apparent contradiction within the Draft Framework, 
whereby the consent provisions in Section II anticipate further opt-in consent requirements for 
new uses of data. It isn’t clear how the Section II consent provision and the Section IV bar on 
secondary uses work together. At a minimum, however, secondary uses should be permitted if 
affirmative consent is obtained.  
 

 Irrespective of how this is clarified, however, the better solution for consumers and 
innovation is to identify the appropriate permissible and impermissible uses without affirmative 
consent, and to require internal processes for privacy assessments and accountability. 
Particularly in the context of health, a risk-based approach to uses is appropriate because data 
used for one purpose may be both beneficial and desirable – even life-saving in the case of e.g. 
developing COVID vaccines – whereas the same data used for another purpose may be 
harmful or dangerous to consumers. The Draft Framework as proposed, however, burdens 
consumers with voluminous opt-in consent requirements, even where the very nature of the 
transactions presumes use of the data. 

 
Perhaps even more problematically, the opt-in model can exacerbate data bias, which is 

a particularly acute issue in the health data context where the outcomes from data innovation 
can drive life or death. If consumers are forced to make affirmative choices for every single use 
of their health data, they may either respond with consent fatigue and opt-in or respond with 
consent fear and opt-out as their baseline. The latter scenario can result in poor representations 
of some populations in data pools, which is undesirable in multiple health specific context. We 
can avoid this and better protect consumers by establishing the guardrails for how companies 
can use their data, including health information.  

 

IV. Ensuring Access to Public Benefits Programs 
 
 Section IV of the Draft Framework sets forth obligations of participants with respect to 
the use of consumer health information to harm or discriminate against consumers. We agree, 
of course, that a consumer’s personal information, whether health or otherwise, should not be 
used to harm consumers or to unlawfully discriminate against them. With respect to unlawful 
discrimination, we are concerned that the Draft Framework is using privacy regulation to enter a 
much larger public policy debate about anti-discrimination laws generally and to expand on what 
constitutes unlawful discrimination. This is not unique to this Draft Framework, as the privacy 
debate more generally has given rise to a number of proposals to expand anti-discrimination 
laws through the privacy lens. While the goal is laudable and one we fully support, a privacy 
framework is not the proper means to accomplish it. 
 

To our understanding, there has been no comprehensive undertaking of existing anti-
discrimination laws to determine if there are gaps relating to “discrimination by data” that need 
to be filled or if existing law already bans the practices and the solution is increased resources 
for those agencies charged with enforcement. Until we know where and how privacy 
frameworks can appropriately fill in, self-regulatory frameworks should not wade into this 
debate, particularly because it could lead to conflicting legal obligations and consumer 
confusion.    
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 Moreover, even if we assumed that the Draft Framework is an appropriate vehicle for 
anti-discrimination obligations, the proposed provision is unworkable. For instance, it bars the 
use of consumer health information for employment determinations. Yet, employers will 
inevitably have to use consumer health information to make accommodations for individuals, to 
enforce their personal and sick leave policies, and to create safe work environments in public 
health emergencies. All of these necessary uses would be barred by this Draft Framework.  
 
 Similarly, the draft provision bars the use of consumer health information for healthcare 
and other critical determinations, but this fails to align with the existing regulatory landscape for 
eligibility determinations for public benefits programs. Public benefits programs are often 
administered with the support of commercial platforms and databases. An anti-discrimination 
provision, therefore, must account for the commercial platforms that enable our public benefits 
programs and the necessary eligibility determinations on which they are legally based. 
  
 The Section IV provision that addresses the relationship of the Draft Framework to 
Existing Federal, State, and Municipal Laws and Regulations does not ease this burden. 
Inexplicably, that provision is drafted to state that a participating entity’s obligations with respect 
to those laws are not affected, rather than making it clear that a participating entity’s obligations 
with respect to those laws obviates its obligations with the Draft Framework whenever there is a 
conflict. This can be read to require the companies to comply with both the current laws and the 
Draft Framework, even when doing so is impossible, such as when commercial products are 
used to administer public health benefits programs and their eligibility determinations.  
 

V. Additional Exclusions are Necessary  
 
 All privacy frameworks, whether legislative or self-regulatory, have to account for the 
diverse sectoral landscape of American privacy regulation, as well as other specific sectoral 
sensitivities relating to data that requires exclusion. The Draft Privacy Framework, like any state 
or federal proposal for comprehensive privacy regulation, should specifically exclude the 
prevailing privacy laws, in particular those that already interact with health data privacy, such as 
HIPAA and the Family Educational Rights and Privacy Act. Moreover, if the anti-discrimination 
provisions remain, an explicit exclusion for compliance with the Fair Credit Reporting Act is 
required to ensure that a self-regulatory framework is not dictating the extension of 
Congressionally mandated parameters for eligibility determinations for credit.  
 
 Additionally, the Draft Framework’s apparent capture of employee data related to health 
information raises significant concerns and challenges. As just one timely example, we note that 
employers may be involved with contact tracing procedures during a global pandemic in order to 
ensure a safe working environment. Although it is sensible to place reasonable limits on the use 
of employee contact tracing data, such as prohibitions on secondary uses in this context, other 
regulatory provisions will impede this process. The Draft Framework simply does not provide 
adequate leeway for employers to collect and use data in this context.  
 

VI. Self-Regulatory Program 
 
 At this time, we do not have recommendations on the self-regulatory program as 
proposed in the Draft Framework. As we noted at the outset, SIIA supports the modernization of 
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health data privacy law through the updating of HIPAA and a national privacy law that regulates 
health data that falls outside of HIPAA. While we agree that developing principles as we wait for 
Congressional action are helpful, we do not want to incentivize a continued regulatory gap in the 
development of a harmonized national standard. A self-regulatory program, for instance, cannot 
cure the issues created by patchwork state laws addressing data privacy comprehensively or 
health data specifically. Both consumers and industry need a national solution for data privacy 
comprehensively, and modernization and alignment for health data privacy specifically. 
 

VII. Conclusion 
 
  On behalf of SIIA, I again express our appreciation for your thought leadership and 
diligence on this project, and for opening the Draft Framework for public comment. We are 
available to discuss our comments with you or to assist in your next steps.  
 
 
Sincerely,  
 

 
 

 
Sara DePaul 
Associate General Counsel & Senior Director, Technology Policy  
SIIA - The Software & Information Industry Association 
1090 Vermont Ave NW, Sixth Floor, Washington, DC 20005 
202-789-4471 Office / 614-439-4392 Mobile / @saracdepaul Twitter 
https://promo.siia.net/health-data-initiative/  
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