
 

1 
 

Domestic Data Protection Team 

Department for Digital, Culture, Media & Sport  

Government of the United Kingdom100 Parliament Street 

London 

SW1A 2BQ 

Via web submission and email to: DataReformConsultation@dcms.gov.uk 

 

Re: UK Department for Digital, Culture, Media & Sport Consultation on Reforms to the UK 

Data Protection Regime 

To Whom It May Concern: 

On behalf of the Software & Information Industry Association (SIIA), we appreciate the 

opportunity to provide commentary on the 10 September 2021 consultation, Data: A new 

direction, reflecting potential reforms to the UK data protection regime, including UK GDPR, UK 

Data Protection Act of 2018 and Privacy and Electronic Communications Regulations.1  

Background 

SIIA is the principal trade association for the software and digital information industries 

worldwide. Our members include nearly 450 companies, including UK-based companies and 

many others that have active operations in the UK. Our membership reflects the broad and 

diverse landscape of digital content providers and users in specialized content industries, 

academic publishing, education technology, and financial information. It also reflects creators of 

software and platforms used by millions worldwide, small- and medium-sized enterprises, 

companies on the cutting edge of emerging technologies, and companies specializing in data 

analytics and information services.  

The Importance of Reforms 

SIIA supports the critical efforts the UK has made to build a National Data Strategy that 

 
1 Data: A New Direction. September 2021. Department for Digital, Culture, Media & Sport. 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/10223
15/Data_Reform_Consultation_Document__Accessible_.pdf 

mailto:DataReformConsultation@dcms.gov.uk
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1022315/Data_Reform_Consultation_Document__Accessible_.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1022315/Data_Reform_Consultation_Document__Accessible_.pdf
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leverages a strong data governance framework to boost productivity, ensures pragmatic and 

risk-based regulatory practices for businesses, and creates new jobs while prioritizing 

meaningful consumer safeguards that will improve consumer welfare and public trust. 

We support the UK’s proposed approach to increase uniformity and clarity and to 

minimize regulation on fairly routine business processes that involve personal data flows. We 

believe these reforms will help drive efficiencies for consumers, reduce overreliance on consent 

and processing burdens, and streamline compliance, to the benefit of consumer wellbeing, 

commerce, and innovation. 

We believe the UK reforms should remain true to the spirit of UK GDPR, which 

emphasizes supporting and elevating meaningful consumer protections and safeguards. At the 

same time, we recognize that certain procedural data protection reforms detailed next will 

validate and boost forces driving competition, increase innovation, and encourage the presence 

of higher data protection standards without creating unnecessary barriers to responsible data 

use. This is particularly important in an environment where regulations may struggle to keep 

pace with the rapidly changing, technology-enabled global ecosystem. 

An increasing number of industries across the UK and globally depend on standard data 

processes and contracts with consumers, using automated decision-making and artificial 

intelligence technologies to deliver services. The use varies in business-to-business, business-

to-consumer and other, related settings, but there is a need to look at how UK GDPR has come 

to be interpreted and applied, with a view to how best to ensure appropriate additional 

flexibilities which can be granted to businesses and end-users. Simplifying routine business 

processes that involve requests for consent and anonymisation, leveraging a risk-based 

approach to determine the impact of innovative decision-making processes and technologies, 

and strengthening data flows to boost the digital economy can result in sound societal benefits. 

In this submission, we focus our comments on a handful of critical, proposed reforms 

under consideration by the UK Domestic Data Protection Team and the Department for DCMS 

in the Consultation report. 

These reforms require further action and deliberation to: 
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1. Permit further processing of personal data for a broader range of commercial purposes 

(Pg. 20, Q1.3.2 & Q.1.3.4); 

2. Identify a non-exhaustive list of options to enable business’ use of alternative lawful 

grounds for consent (Pg. 23, Q.1.4.1);  

3. Clarify the use of AI to address transparency and fairness and limit bias via separate 

legislative proposals (Pg. 31 - Q1.5.2 and Q1.5.6); 

4. Build a risk-based approach to governing decisions resulting from Automated Decision-

Making (Pg. 41, Q1.5.17); 

5. Adopt a balancing test for anonymisation and conduct further research into PETs (Pg. 46 

– 47, Q1.6.1.; Q1.6.2); and 

6. Strengthen data flows to boost trade relations and digital economies (Pg. 90, Q3.2.1). 

Specific Comments 

1. Permit further processing of personal data for a broader range of commercial 

purposes (Pg. 20, Q1.3.2 & Q.1.3.4) 

We recommend that the government clarify that further processing of personal 

data is permitted when it is based on a law that safeguards an important public interest 

and that the government authorize further processing of personal data for additional 

commercial uses. 

The consultation package notes the possibility of providing additional flexibility with 

regard to “further processing” of data where there is an important public interest, for research-

specific purposes. Further processing is defined as “re-using personal data for a separate 

purpose to that which it is first collected, to facilitate innovation in the private and public sector.”  

While the consultation primarily focuses on proposals and solutions to expand further 

research-specific purposes for further processing of data, we recommend expanding the scope 
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even further, to include data flows in the commercial sector, to allow for repurposing data and 

further processing data both for research specific purposes, as well as for many routine 

transactions that involve multiple data processors and collectors.  

For example, common and widespread practices -- from online grocery delivery and 

ride-sharing apps, to anti-money laundering practices -- involve organisations playing multiple 

roles, as data controllers, third parties, contractors and sub-contractors in processing and 

authenticating data to more efficiently and effectively deliver services. With the appropriate 

safeguards, further processing can generate significant gains for end users and businesses 

alike. The government should seek to clarify when further processing may occur, if the original 

lawful ground was consent. 

2. Identify a non-exhaustive list of options to enable business’ use of alternative 

lawful grounds for consent (Pg. 23, Q.1.4.1) 

We strongly agree that there is a critical need to create a list of legitimate interests 

for data processing, based on which organisations can use personal data without 

requesting consent or applying the balancing test to determine whether the transaction 

meets the definition of a legitimate interest.  

First, how Article 6 of UK GDPR2 has been interpreted and applied poses a critical 

challenge for organisations and businesses: the article consists of limited approaches to 

building legitimate and lawful grounds for data collection purposes, which leads to unnecessary 

and sometimes duplicative consent requests. We agree with the Data Protection Team on the 

need for further clarity in the requirements for determining lawful grounds to process data, going 

beyond what is in Article 6 of UK GDPR. Furthermore, Article 6 should be clear that all lawful 

grounds for processing are equal. 

As noted in the report, existing rules have resulted in confusion and additional consumer 

consent being requested even though it may not be required or warranted. In 2019, GDPR.EU 

conducted a survey to identify the impact of GDPR regulations on small businesses, and found 

that identifying lawful grounds for processing data (Article 6) was one of the most challenging 
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factors for small businesses - close to half of all businesses were not confident they were 

determining a lawful basis for processing data.3 This has resulted in the vast majority of 

businesses, regardless of size, adding what may be redundant and unnecessary notice-and-

consent requirements prior to processing data on individual subjects. Similar findings on the 

onerous consequences of additional consent requests resulting from UK GDPR can be 

extrapolated from the 2020 UK Business Survey4 conducted by DCMS. 

Second, the waterfall effect on consumers creates a static click-and-consent for fairly 

routine practices leading to growing consent fatigue, which coincidentally can result in less, 

rather than more, engagement for consumers -- particularly in a highly-electronic world where 

almost every data processing decision requires individual consumer consent and industries 

have moved online overnight, in the aftermath of COVID-19. And, as a result, it is fair to assume 

that consent fatigue disproportionately impacts marginalized communities, creating further 

inequities of scale, particularly when businesses have to seek opt-in from these less equipped 

communities for basic transactions, such as security upgrades, health alerts, product and 

service additions and safety-related changes, and more.  

While there are some legitimate circumstances when the organization’s interests 

outweigh the rights of individuals (referenced as a “balancing test” under UK GDPR), we 

respectfully submit that it would be in the UK’s best interest to make these genuine exceptions 

explicit and to regularly clarify any additional operational workarounds for businesses.  

Third, by identifying alternative grounds for consent, the UK would be taking a positive 

step forward in loosening rigid requirements that we understand have generated unnecessary 

consent requests, renewing and expediting sluggish data flows and streamlining routine 

business transactions. The current state of ambiguity has led to stagnated business processes 

and redundant compliance-related challenges which lead to higher costs for businesses, which 

are inevitably passed along to the consumer. This, supplemented by the global supply chain 

issues this year, have resulted in negative repercussions for global trade and data transfers. 

In addition, we recommend the Data Team produce a list that is non-exhaustive 

 
3 GDPR.EU. GDPR Small Business Survey. 2019. 2019-GDPR.EU-Small-Business-Survey.pdf 
4 DCMS. UK Business Data Survey. 2020. UK Business Data Survey 2020 - GOV.UK (www.gov.uk) 

https://gdpr.eu/wp-content/uploads/2019/05/2019-GDPR.EU-Small-Business-Survey.pdf
https://www.gov.uk/government/statistics/uk-business-data-survey-2020/uk-business-data-survey-2020
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and continuously updated in nature (as opposed to creating a limited, exhaustive list as 

recommended in the Consultation draft) that organisations may use to determine what 

constitutes a legitimate interest. This list would thereby allow companies to forgo the existing, 

cumbersome process of identifying lawful grounds for consent and produce clarity and simplicity 

as it concerns routine processes. The Data Protection Team has correctly identified a number of 

examples of activities of legitimate interests: improving the safety of a product, using personal 

data for internal research, maintaining databases, and correcting bias in AI systems.  

While the UK recommends the list be limited in nature, we suggest that the team keep a 

fairly extensive list of examples and build in enough flexibility into the process, to include a 

variety of use cases and stakeholder input, which may need to be expanded and updated over 

time.  

To advise the process of building and regularly updating the list, we recommend the 

government establish a portal that would be regularly updated and include the examples of 

activities that would not require the balancing test to be conducted. As noted by the Data 

Protection team, it would be beneficial to determine some of this through an information 

collection request and respective rule-making process for tracking periodic updates to the list 

and to generate additional stakeholder input on the topic, to keep up with new and 

technologically routine processes. 

3. Develop reforms to ensure AI processes address transparency and fairness and 

limit bias through separate, standalone legislative proposals (Pg. 31 - Q1.5.2 and 

Q1.5.6) 

We strongly agree with the need for further clarity on the application of the concept of 

fairness within the data protection regime, particularly as AI systems become more widespread. 

Nevertheless, we strongly recommend additional research and development of separate 

proposals on this topic, rather than building in a framework to address fairness concerns 

as part of the current slate of data protection reforms. 

First, we agree that reforms to the UK’s data protection framework are critical in 

advancing the safe and effective use of AI in a highly technologically embedded society. 
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Consumers, end users and businesses should continue to benefit from the use of AI  in 

everyday processes (from retail, to banking, to automotive and other needs where AI is relied 

upon), as long as there are appropriate guardrails to identify inappropriate data collection and 

processing, underrepresentation in the data, and other limitations that may result in the 

respective harms and biases generated by decisions using the technology. Further, we have 

seen the benefits of voice and speech recognition software in our use of many regular activities, 

from working, education, health care, driving, and much more.  

We commend the Data Protection Team for developing definitions of AI and other key 

concepts to provide clarity to individuals and businesses alike. Nevertheless, the principles of 

fairness and trustworthiness in AI practices require additional input and study, particularly as 

significant efforts are underway by companies, academic institutions, and governments to 

address concerns around algorithmic bias and unfairness through implementation of 

responsible AI risk management frameworks. Potential, forthcoming research could further 

expand on the UK GDPR principle of Article 5(1)(a) that data should be processed lawfully, fairly 

and in a transparent manner. We agree that we need to create safeguards to prevent 

algorithmic systems from replicating societal and historic discrimination and further exacerbating 

inequities for marginalized communities. 

Second, we recommend any policies specifically on implicit bias and data inaccuracy as 

raised by AI be addressed outside of the current data protection reforms. We are concerned that 

casting too wide a net in the context of the data privacy regime could lead to unintended 

consequences that have a negative effect on consumer welfare and on innovation among UK 

firms and other companies doing business in the UK. 

Third, we strongly urge the government to approach AI through a technology-neutral 

framework both to avoid regulatory obsolescence and to limit the sorts of unintended 

consequences we believe are likely to ensue. We agree that there need to be additional options 

to allow for expedited consent to process sensitive personal data for the purpose of reducing 

any algorithmic bias, underrepresentation, undersampling, or inaccuracies regarding data of the 

vulnerable data subjects in question. We agree that the processing of more representative data 

will lead to more accuracy in the AI systems and their underlying algorithms.  
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As a short-term solution, we strongly agree with including the processing of 

personal data for the purpose of bias monitoring, detection and correction in relation to 

AI systems as part of the aforementioned non-exhaustive list of legitimate interests that  

organisations can use to process personal data without applying the balancing test. 

We welcome the opportunity to engage further on these issues with the Government through 

the forthcoming initiatives under the National AI strategy. 

4. Build a Risk-Based Approach to Governing Automated Decision-Making (Pg. 40-

41, Q.1.5.14 - Q1.5.17) 

We agree that further clarity is needed on automated decision-making and data rights, 

but we believe that amending the existing provisions in UK GDPR is not the appropriate forum 

to produce such clarity. The consultation appropriately lays out the challenges of defining what 

constitutes automated decision-making, assessing the level of human involvement, and the 

current process that triggers Article 22 rights. To address the ambiguity, the Taskforce on 

Innovation, Growth, and Regulatory Reform has recommended that Article 22 of UK GDPR be 

removed, which would lead to restricting the use of solely automated systems only for specific 

purposes (based on legitimate or public interests) and would trigger additional expectations and 

obligations when using these systems.  

We would urge caution with respect to removal of Article 22 of the UK GDPR, as it could 

have unintended consequences. It could restrict the use of solely automated decision-making, 

and place fairly routine, low-risk activities involving automated decision-making under the scope 

of further governance -- which could be subject to further ambiguity. This action is counter to the 

very innovative spirit of the UK reforms and overarching national strategy. 

Since Article 22 of UK GDPR addresses the breadth of the parameters for 

automated decision-making processes fairly extensively, in addition to the principles for 

transparency and profiling, we caution against any additional, outright changes and 

amendments to Article 22 of UK GDPR, and believe the UK ICO should retain autonomy 
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in providing further guidance where appropriate, in addition to recent guidance5 it has 

published that would seek to clarify any nuances, examples, and updates on the topic. 

Consumers today benefit from a wide range of activities - from retail activities to 

personal banking and lifestyle choices - that are derived from algorithms, automated decision-

making processes and predictive analytics, some of which are used in targeted advertising and 

profiling. Organisations are already working within the bounds of Article 22 of UK GDPR and the 

ICO’s guidance on the subject. Placing further obligations on these entities would strain low-risk 

activities that may not have a legal or similarly significant effect and could actually have 

negative repercussions on and potentially stagnate many public, private and commercial 

activities. 

One way to address the ambiguity and the challenges noted in the consultation is 

through a risk-based approach, which the consultation also suggests as an option. The 

government can look to the proposed benefits and potential consequences that could result 

from legislation under consideration in the EU and Brazil for examples of a risk-based 

categorization of automated decision-making in different contexts. We would recommend 

providing appropriate safeguards and redress rights for those uses of automated decision-

making in higher-risk categories, such as those requiring access to essential goods or services 

or entitled to legal benefits or deprivation of rights. The approach would need to be addressed in 

separate legislative proposals, in an effort to bring together government and stakeholder input. 

5. Adopt a Balancing Test for Anonymisation and Conduct Further Research into 

PETs (pg. 46, Q1.6.1.; Q1.6.2) 

a. Balancing Test for Anonymisation 

We strongly agree that the proposal to clarify the test on anonymous data is a 

critical exercise worthy of new amendments to the legislation. We commend the Data 

Team’s effort in adopting a balancing test as part of a broader data minimization effort, to hone 

 
5 Information Commissioner’s Office. Rights Related to Automated Decision Making Including Profiling. 

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-
regulation-gdpr/individual-rights/rights-related-to-automated-decision-making-including-profiling/ 
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in on data anonymization practices that weigh the costs, benefits and risks of the data 

anonymisation process. This is particularly important as data anonymization procedures are not 

governed by UK GDPR or related data privacy legislation leaving much room for uncertainty with 

regard to how the data should be treated.  

Such a test harmonizes efforts proposed in legislation with compliance necessary for 

implementation. The Data Team offers a choice between two options for a clear test to determine 

when data is regarded anonymous: 1) including and implementing recital 26 of the UK GDPR, 

which means taking into account all of the most likely factors used to re-identify an individual – 

from time to cost and using those factors to determine if the data is anonymous; or 2) assuming 

data on a case-by-case basis, with a broad assumption that it is anonymous when it is impossible 

to re-identify the data subject or if such re-identification would require unreasonable effort.  

We commend the government on its willingness to create an anonymisation test, which 

would be based on the relative effort on the data controller’s part to re-identify the data. We 

believe either testing approach would be amenable, so long as the balancing test aligns 

to the ICO guidance on anonymisation and offers an approach for controllers to take 

reasonable measures to quantify the risks of re-identification, as these approaches are 

beneficial. It would be beneficial to clarify that anonymisation is not subject to the same 

authentication measures traditionally required to confirm a legal basis prior to processing data 

on data subjects, as it is not a traditional processing purpose, but rather, is a processing activity. 

b. Further Research on Privacy-enhancing Technologies (PETs) (pg. 47, Q1.6.4.) 

We support further research on PETs with an eye towards how PETs can help individuals 

and organizations build confidence in the use of de-identification measures and potentially 

address -- through technology -- some of the privacy concerns that emerging technology has 

brought to light. We look forward to the forthcoming guidance from the ICO. With our members, 

SIIA will consider that guidance in making any recommendations on other areas to explore and 

potential legislative reform beyond those focused on anonymization and currently under 

consideration.  

6. Strengthen Data Flows to Boost Trade Relations (pg. 90, Q3.2.1, Q3.2.2) 
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We strongly agree with the approach of making adequacy decisions based on a 

risk-based assessment of a material and quantifiable nature, and determining adequacy 

through real-world outcomes as opposed to strictly textual or legal comparisons of the 

legislation and laws in the country of comparison.  

This is a beneficial approach particularly as many countries are focusing on data 

localization with a protectionist mindset that has caused divergences across countries’ existing 

privacy practices. We believe the UK has renewed potential to expand its digital presence and 

enable improved trade relations with other countries through a more flexible approach to 

adequacy, which was outlined by the Data Team in the Consultation report.  

We strongly agree that the government should consider making adequacy 

regulations that apply across groups of countries, regions and multilateral frameworks. 

It would be beneficial for the Data Team to increase the number of countries benefiting from an 

adequacy decision, which further streamlines global transactions and prevents the types of 

challenges that have been posed by the recent aftermath of the ruling on the Schrems II 

decision6 that negated the adequacy shield between the EU and US.  

Conclusion 

As noted in our recommendations, we believe a tailored, risk-based approach to 

processing data and determining the risks and legal harm likely to impact the consumer will 

further enshrine data privacy safeguards while reducing the need for redundant data privacy 

practices that produce no meaningful consumer benefit and further stifle innovation.  

Again, we are deeply grateful for the UK’s leadership in taking steps to thoughtfully 

reform the existing regime for the protection of personal data. We are happy to provide 

additional feedback and examples directly from our members, if this would be warranted and 

appropriate.   

 
6 Schrems and Facebook Ireland v Data Protection Commissioner (hereinafter “Schrems II”)(2020) CJEU 

Case C-311/18. 
https://curia.europa.eu/juris/document/document.jsf?text=&docid=228677&pageIndex=0&doclang=en 
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Signed, 

 

 

Paul Lekas, SVP for Global Public Policy 

Divya Sridhar, Senior Director for Data Policy  

 

Software & Information Industry Association (SIIA) 


