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On behalf of the Software & Information Industry Association (SIIA), we appreciate the
opportunity to provide input on the Request for Information on a study to advance a more productive
tech economy issued by the National Institute of Standards and Technology (NIST). 1
We commend NIST on its long history of developing standards and providing guidance to
industry to foster a strong innovation culture in the United States. The study required by section 1501 of
the Consolidated Appropriations Act, 2021 (Pub. L. 116-260) promises to serve as a critical blueprint for
the U.S. government to incentivize innovation and adoption of emerging technologies that comport with
core democratic values. We hope the recommendations in the study will also focus on ways to expand
access and opportunity and to foster enduring public-private partnerships.
SIIA, a non-profit organization, is the principal trade association for the software and digital
information industries worldwide. Our members include over 450 companies reflecting the broad and
diverse landscape of digital content providers and users in academic publishing, education technology,
and financial information, along with creators of software and platforms used by millions worldwide,
and companies specializing in data analytics and information services. As the only association
representing a diverse array of technology companies across the information landscape, SIIA believes in
consumer privacy protections and responsible use of emerging technologies.
Our submission is divided into three parts. First, we provide comments on advancing a
democratic model for data governance. Second, we provide recommendations to foster socially
beneficial uses of emerging technologies. Third, we address the importance of broadband and
expanding digital access.
Advancing a Democratic Vision of Data Governance
Advancing a model for the responsible development and use of emerging technologies is among
the most important components of a U.S. approach to fostering economic and competitiveness. The
global nature of data and information means that many U.S.-based companies and the strength of the
U.S. innovation climate are directly affected by laws and regulations implemented in foreign
jurisdictions. It also means that what the United States does in terms of establishing rules of the road
can have a noticeable effect on how other nations develop their own technology policies.
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While the U.S. government has made this a priority in its foreign policy,2 the nation still lacks a
fundamental data governance framework, with no general application privacy law and no clear vision for
advancing a regulatory framework for artificial intelligence (AI). Other jurisdictions have stepped up to
fill this gap. The European Union’s (EU) GDPR has become the benchmark privacy framework for
jurisdictions worldwide, and the EU is looking to do the same with AI. The United Kingdom (UK) is among
many nations that have advanced a concrete vision of data governance. The UK Data Protection Act
2018 is now entering its fourth year and the UK Information Commissioner’s Office is actively exploring
measures to update the Act and provide guidance to the public and business around emerging
technologies.3 China, too, has passed a consumer data privacy law along with regulatory frameworks for
AI.
As described below, we recommend that the NIST study convey the importance of (1) passing a
comprehensive federal privacy law and (2) developing a formal framework to guide AI development and
use.
Federal Privacy Legislation as a Necessary First Step to Providing a Baseline for Emerging Tech
Just a decade ago in 2012, a study proposed that smartphones could be one of the fastest
technologies to spread in human history. Today, some would say that machine learning and AI arguably
are likely to take its place in the rankings.4 It is unquestionable that technology outpaces the respective
policies, and governments, especially in the United States where there is no baseline data privacy law,
are unable to keep up with all of the latest developments.
SIIA and its members have advocated strongly for federal privacy legislation for years and are
active in engaging with members of Congress and administrations of both parties. A federal privacy bill is
the number one solution to closing the gaps on the use of personal data and data-driven technologies
and driving innovation in the U.S. economy. Currently, the patchwork of state laws across the nation
create uncertainty for consumers and businesses, burden companies with duplicative compliance costs
(estimated at $1 trillion over 10 years) and have a disproportionate impact on growth and innovation for
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small- and medium-sized businesses.5 This will grow as additional states pass privacy legislation – unless
Congress acts first.6
The benefits of a federal privacy law for fostering a stronger innovation climate for emerging
technologies and U.S. competitiveness are many. Such a law should both protect consumers from harm
caused by the unreasonable collection and misuse of their personal data and prevent and remedy data
practices that stifle innovation and stagnate data flows and routine business processes. Enactment of
that statute would create both international and domestic benefits.
A federal privacy law is essential to digital trade and transatlantic data flows. As you are no
doubt aware, those flows are in a state of flux due to the EU’s invalidation of the Privacy Shield, and
recent developments have threatened the use of foundational technologies by multinational companies.
The United States’ failure to offer a competing vision of privacy has allowed the GDPR to become the
dominant approach to regulating personal data in the world. As the EU acts to restrict the activities of
U.S. firms, the United States will lose competitiveness in the production, sale and distribution of datadriven technologies and services. Maintaining U.S. competitiveness requires the development of a U.S.based common set of definitions and policies that can help build alignment on data flows with the rest
of the world.
Domestically, the benefits of a federal privacy regime include creating baseline harmonization of
consumer and business expectations surrounding personal information; supporting and fueling further
competitive innovation in emerging technologies; and more deeply embedding diversity, equity and
inclusion into privacy, emerging tech, and AI policies and practices.
We therefore encourage the NIST study to emphasize the need a comprehensive federal privacy
law that will provide strong and meaningful consumer protections (such as individual rights to notice,
access, control, correction, deletion, and portability), permit socially beneficial uses of consumer data particularly publicly available information - and promote innovation and competition in the American
economy.
Developing a U.S. Legal Framework for AI
The United States risks missing an opportunity to shape AI regulation in a manner that will
promote U.S. innovation and reflect core U.S. values. The EU is open about its goal of establishing the
ground rules and guardrails for AI as it has done with privacy. The EU is not alone; indeed, many nations
as well as U.S. states and localities are exploring and enacting rules that will have a direct impact on U.S.
companies and U.S. innovation.
We recommend that the U.S. government take a more proactive approach to building an AI
governance framework to avoid a repeat of what happened with privacy. We offer a few overarching

5

See Information Technology & Industry Foundation, The Looming Cost of a Patchwork of State Privacy Laws (Jan.
24, 2022).
6
Three states have comprehensive privacy laws (California, Colorado, and Virginia), and dozens of bills have been
introduced in most of the remaining states. See IAPP, State Privacy Legislation Tracker (Feb. 2022).

3

principles for building a regulatory (or legislative) framework that would advance responsible AI and
fairness, promote U.S. innovation, and provide necessary guardrails around both public and private use. 7
First, we encourage efforts currently underway in the U.S. government to develop guidelines for
responsible and ethical use of AI technologies – which should include those technologies that collect
and use data embedded in emerging technologies. NIST’s work in developing a risk management
framework and establishing guidelines to address algorithmic bias is especially encouraging. 8 Alignment
of key stakeholders, including industry groups, government stakeholders, private companies, and
consumer advocacy groups to existing principles and standards like those adopted by NIST will lead to
further harmonization of policy and technical foundations for how information is collected and used.
We also recommend that the government endorse a technology-neutral approach to regulating
AI. We believe the focus should be on the type of data being collected, building transparency around
notice and consent of data collection, and clear basis for the use and processing of information, rather
than the technological tools— and the underlying algorithms—that facilitate that collection and use. The
distinction may be subtle, but it is an important one. As noted, there are a wide variety of emerging
technologies (and nuances within each); overarching rules must be sufficiently flexible to provide a
groundwork as advances occur, with detail to be worked out through standards and regulations.
This approach also recognizes that technologies are tools that in most cases are not inherently
good or bad. Because of this, we recommend that the focus be on how the models are used in practice.
We believe the risk-based approach, now widely endorsed, provides the right lens. With respect to
emerging technologies, there is a range of risks associated with the type of information collected, how
that information is stored and used, and what consumers’ expectations are. Responsibility, security, and
accountability for data-driven technologies should be commensurate with risk.
One way to think about how to build out a risk-based approach is to identify the potential
harms—such as discrimination and privacy violations—that could arise out of use, misuse, or abuse of
the data-driven technologies.9 An assessment of these harms should lead to targeted, contextual
restrictions on collection, storage, and use to prevent those harms. We believe such restrictions or
guardrails are critical, but they should be as narrowly tailored as possible to support innovation and
positive use cases that benefit society.
In addition, we recommend that there be no broad copyright exception for the use of data in
artificial intelligence. Facts, of course, are free for the taking. 10 And fair use permits the analysis of a
copying and analysis of protected works for purposes that do not displace the markets for the original,
for example by creating an electronic card catalog that allows the user to search both the title and text
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of particular works.11 Fair use and other doctrines (absent from the laws of different countries) similarly
permit ordinary internet-based activities.12 At the same time, however, the fact-based nature of fair use
inquiry allows courts to examine and proscribe uses that would result in substitutes for the author’s
original creation. There is nothing about artificial intelligence that requires recalibration of the copyright
law’s current balance.
Lastly, we recommend separate frameworks that distinguish between public and private
collection, storage, and use of information. In the private context, we note that many companies have
built robust frameworks for assessing how they collect and use personal data. Many already adhere to
industry standards and have established self-regulatory frameworks and principles 13 and conduct preand post- deployment impact assessments when collecting and using personal information. .
The public sector or government experience in collecting and using personal information for AI
models presents a different situation. Governments can and do make use of personal information to
verify access to benefits, for national security, public safety, and law enforcement purposes, to counter
fraud, to assist in providing public health services, and so on. Beyond the restrictions of the Privacy Act
of 1974, questions abound about what information the government may appropriately collect, how that
information is obtained, and how the information is used consistent with the rights guaranteed by the
Constitution.14 Concerns have been raised about whether the Fourth Amendment provides sufficient
protection to individuals—and clarity to government actors—about what information may be collected
and how it can be used.15 Congress has introduced several bills that would direct the U.S. government
on use (or non-use) of facial recognition technologies, for example,16 yet much can be accomplished
through Executive Branch action alone. Many states and local governments are grappling with this issue.
It is important that the federal government confront these issues and provide a model for the nation.
Fostering Socially Beneficial Uses of Emerging Technologies
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SIIA strongly supports the efforts to advance investment and research in emerging technologies
as proposed in both the COMPETES Act and the United States Innovation and Competition Act. Publicprivate partnerships are essential to foster innovation in emerging technology areas where markets
have yet to develop (and private sector funding is limited); where there is a need to foster innovation by
small- and medium-sized enterprises and expand opportunities; where the private sector has developed
critical technologies that can have beneficial uses by government actors; and where regulatory
frameworks lag behind innovation.
We encourage NIST to recommend additional ways that government can incentivize the
development and use of emerging technologies that provide important societal benefits.17 Below, we
highlight three areas where we believe government action can help to address societal challenges and
foster greater innovation.
Promoting Privacy Enhancing Technologies (PETs) through Policy
Privacy enhancing technologies (PETs) refer to a group of technologies that protect the privacy
and security of sensitive information. NIST, a long-time champion of PETs, will recognize that a host of
what were once “emerging” PETs—such as homomorphic encryption, differential privacy, federated
learning, and synthetic data—now have established uses in a wide range of contexts, including research,
health care, financial crime detection, human trafficking mitigation, intelligence sharing, criminal justice,
and more.18
PETs can be an essential part of a democratic model of emerging technology in practice, as a
counter to a model that sacrifices privacy, trust, safety, and transparency.19 PETs can enable the secure
sharing of data between entities and across jurisdictional boundaries, expanding data access and utility
and enabling organizations to reduce risk while making faster, better-informed decisions.20 PETs are one
way to solve (as a technical but not legal matter) privacy-based restrictions on EU-US data flows. 21
That is not just an industry view. As the White House stated in announcing the new US-UK
challenge, PETs “present an important opportunity to harness the power of data in a manner that
17
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protects privacy and intellectual property, enabling cross-border and cross-sector collaboration to solve
shared challenges.”22 In addition, the U.S. Census Bureau plans to launch a series of pilot projects to
deploy PETs to “to build a platform that will enable secure multi-party computation, encryption
technologies, and differential privacy to promote better data sharing both domestically and abroad.” 23
This energy complements growing global interest. For example, the UK Information Commissioner’s
Office is exploring guidance on PETs and ways to incorporate PETs into data regulations. Recently,
according to reports, the United Nations launched a “PETs Lab” to test PETs against data sets from the
United States, the UK, Canada, Italy, and the Netherlands, and work with researchers and the private
sector to develop use cases and create guidance.24
We therefore recommend that Congress and the executive branch incentivize PET adoption by
public and private entities. The GDPR and other new privacy regimes have helped to foster increased
attention in PET capabilities abroad. Official action by the U.S. government can have a similar effect and
lead to the development and use of PETs designed to address critical needs around information privacy
and security – enhancing innovation in the United States and helping to drive behavior globally. PETs can
also help to drive up compliance with a range of laws and regulations in ways not possible when those
laws and regulations were drafted.
We similarly encourage additional public-private partnerships designed to establish use cases.
A bill under consideration in Congress, the Promoting Privacy Technologies Act (H.R. 847),25 would
promote fundamental research into PETs. The government has a critical role to play in fostering
fundamental research – especially in areas, such as PETs, where robust markets have yet to develop. In
addition to fundamental research, the government should look to establish partnerships focused on the
application of already-mature PETs to new areas.
Promoting AI Innovation through Shared Data Sets
The availability of robust, reliable, and trustworthy data sets is a key impediment to AI
innovation. While data is an essential component of the AI stack, developing robust data sets that meet
the standards for responsible AI and minimize privacy concerns is extremely costly for most companies
and entrepreneurs. That cost both limits the potential of AI and allows AI tools to be built on
unreliable, untrustworthy, or potentially biased information. Data sets that do not comport with
standards of accuracy, reliability, trustworthiness, and bias present significant societal risk. 26
A partnership between the government and the private sector for the purpose of developing
large, high-quality, and privacy-protective data sets usable by a wide range of actors would promote
22
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innovation and entrepreneurship while greatly reducing these risks. We offer two proposals for
consideration.
First, we recommend a public-private effort to create large synthetic data pools that would be
accessible by researchers, government, and across industry. Synthetic datasets can enable algorithms to
run on data that reflects, rather than relies on, real-world data. This approach would allow for the
creation of a robust data lake that does not present the collection, sharing, and usage challenges
presented when relying on personal information, however it may be gathered.
Second, we recommend a public-private effort to create large open data sets of personal
information collected through enhanced notice and consent procedures. This could be modeled on the
Casual Conversations dataset developed by Meta.27 That dataset consists of over 45,000 videos of
conversations with paid actors who consented to their information being used openly to help industry to
test bias in AI systems.
Under either approach, we would recommend that NIST lead the effort to ensure that the large
data set is appropriately screened before it is put into wide use. The data pools should be subject to
intensive test, evaluation, verification, and validation procedures in accordance with NIST standards and
with the involvement of government and private sector experts.
Promoting Content Provenance to Strengthen the Integrity of Digital Ecosystem
Maintaining a trustworthy digital ecosystem, one that addresses growing and malign influence
efforts, is important for the health of the internet and entire digital ecosystem. Disinformation can
erode social cohesion and human rights,28 with a disproportionate effect on marginalized
communities.29 AI supercharges the ability of state and non-state actors to spread disinformation
creating a systemic risk for the entire information environment.30 Synthetic media, including deepfakes,
provide a special challenge because of how they deliberately distort existing images, video, and audio. 31
We are encouraged by work underway around content provenance and authenticity as one
way to combat the scourge of disinformation and deepfakes. The Coalition for Content Provenance and
Authenticity32 recently issued a series of technical specifications designed to certify the provenance of
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media content.33 This builds on work of several private firms, including one of our member companies,
Adobe.34
This is a core area where further efforts within the U.S. government and between the
government and private firms would be extremely beneficial. We support the Deepfake Task Force Act 35
as one important way to achieve this. That Act would create a task force within the Department of
Homeland Security and coordinate efforts with the private sector to fight deepfakes. 36 This is exactly the
sort of coordination that we believe is critical in addressing one of the most challenging digital threats
facing society today.
Improving Digital Access
Public-private partnerships are the key to ensuring data privacy supports reach marginalized
communities.37 New momentum created by the passage of the Infrastructure Investment and Jobs Act
(Pub.L. 117–58) lays the ground for additional support and resources that can bridge the digital divide
for at-risk and marginalized communities, while adding more resources to support them with digital
media, literacy, and privacy training. Organizations like the National Digital Inclusion Alliance (NDIA) 38
have worked to further opportunities to support collaboration across the public and private sector,
including making headway on community-based digital inclusion programs and digital skills training
pathways. A concrete element of these community programs needs to be training on data privacy best
practices that are in plain language (and adapted to a variety of languages) and can support the most
vulnerable populations with access to resources, guides, and instructions on how to safeguard their
data, especially as new technologies evolve and become more widespread.
According to findings from the Consortium for School Networking (CoSN) Home Internet
Connectivity study 92% of students connect to the internet via wifi for virtual lessons. Our education
technology members saw firsthand how the pandemic exacerbated the realities of subpar access and
showcased countless examples of students without adequate access finding wherever they could–small
coffee shops, restaurant parking lots, and gyms–to access the internet at appropriate speed levels to
participate in class and complete daily homework tasks. This included having to travel in heatwaves and
other extreme weather and withstanding those conditions until all assignments were complete.
Inadequate broadband access remains the reality for many and ]will continue to widen the homework
gap between urban, suburban and rural students that have adequate broadband access, and those that
do not. Consistent lack or extremely slow access to necessary support materials can have a
compounding effect over the course of a student’s academic career.

33

Coalition for Content Provenance and Authenticity, C2PA Specifications.
Eric Abent, Adobe Expands Content Authenticity Initiative Tools to Fight Misinformation, SlashGear.com (Oct.
26, 2021).
35
Deepfakes Task Force Act, https://www.congress.gov/bill/117th-congress/senate-bill/2559/text.
36
U.S. Senate Comm. on Homeland Security & Govt. Affairs, Tech Leaders Support Portman’s Bipartisan Deepfake
Task Force Act to Create Task Force at DHS to Combat Deepfakes (July 30, 2021).
37
Official Monetary and Financial Institutions Forum, Public-private collaboration key to connecting the
unconnected (May 2021)
38
National Digital Inclusion Alliance, Policy.
34

9

Educators also face significant connectivity challenges and struggle to provide high-quality
online and hybrid teaching experiences, yet remain frequently unacknowledged in the discussion of the
digital divide. These challenges affect all parts of the educational system, and expanding broadband
access is critical to maintaining that system’s health.
Closing
Thank you for the opportunity to provide input on this important study. We would be pleased to
meet with NIST staff to discuss any of these issues in further detail. Please direct any inquiries regarding
this submission to Paul Lekas, SIIA Senior Vice President for Global Public Policy (plekas@siia.net) and
Divya Sridhar, SIIA Senior Director for Data Protection (dsridhar@siia.net).
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