
 

 

 

January 20, 2023 

Senator Floyd Prozanski 

Capitol Phone: 503-986-1704   District Phone: 541-342-2447 

Capitol Address: 900 Court St. NE, S-413, Salem, Oregon 97301 

District Address: PO Box 11511, Eugene, OR 97440 

Via Email: Sen.FloydProzanski@OregonLegislature.gov 

 

Representative Paul Holvey 

Capitol Phone: 503-986-1408    

Capitol Address: 900 Court St. NE, Salem H-277, Oregon 97301 

District Address: PO Box 51048 Eugene, OR 97405 

Via Email: Rep.PaulHolvey@oregonlegislature.gov 

 

RE: OR SB 619, Oregon Omnibus Privacy Bill 

Dear Honorable Senator Prozanski and Rep. Holvey: 

The Software & Information Industry Association (SIIA) writes to provide recommendations on 

Oregon’s omnibus privacy bill, SB 619.  We appreciate the thoughtful consideration granted by your 

offices to introduce an omnibus privacy bill in Oregon this legislative session. We propose amendments 

to devise a meaningful industry standard that protects consumer rights and strengthens data privacy 

safeguards.  

SIIA is the principal trade association for the software information and digital content industry 

representing more than 450 technology companies, including the global industry leaders for the digital 

age: software, data analytics, and information service companies. SIIA’s members reflect the broad and 

diverse landscape of digital content, including B2B and B2C services, smaller specialized providers, and 

large multinational industry leaders.  

SIIA supports privacy as a fundamental value, one essential to individual autonomy and a 

functioning democracy. We believe that a state data privacy standard that harmonizes meaningful 

consumer safeguards with appropriate business compliance will help smoothly implement uniform data 

privacy practices. We have shared feedback similar to the below that has been accepted by a significant 

number of states that advanced consumer privacy legislation, laws, and respective regulations. 

Recommendation 1: Permit third parties to claim the same legal obligation exemptions as 

data processors or controllers (Section 2). 

 

We appreciate language in the bill to provide exemptions for processors and controllers who 

process data in accordance with federal sectoral laws.1 We support these provisions and urge continued 

 
1 See SB 619, Section 2 (2) 
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support of these exemptions as the bill progresses. We also believe that further amendments are needed to 

align with other consumer privacy laws and ensure that the law does not curtail important business 

practices.  

Specifically, we recommend further revisions to Section 2 to provide entities supporting a data 

processor or controller with the same exemptions as the data processor or controller themselves. Section 2 

exempts data processors or controllers in circumstances where they must comply with federal and state 

laws and prevent fraud or other criminal activity. It is important that the exemptions extend to other entities 

that serve controllers or processors, including entities helping to ensure compliance to existing laws. This 

gap in the bill functionally prevents businesses working on behalf of data controllers or processors from 

participating in critical, socially beneficial uses of the data (such as support with identity theft and anti-

money laundering initiatives, which are required by law). An amendment along these lines would be 

consistent with how other state consumer privacy laws have dealt with the issue, including laws in 

Connecticut2, Virginia3, Colorado4, and Utah5.  

For example, take a business that is working as a subcontractor (third party) on behalf of a bank. 

The third party does not have a fiduciary duty to comply with anti-money laundering banking laws because 

it is a subcontractor, not the direct service provider. Based on the text of the current bill, the third party 

would not be able to undertake this work. This is because the subcontractor does not meet the definitions 

of either a controller or a processor because it is not the service provider directly handling data on behalf 

of the bank. This would affect businesses such as anti-money laundering services which provide a specific 

third party service (data analytics, investigation, identity verification, or other research services) that is then 

sold to the bank. It is important that businesses like these have the same exemptions and obligations as the 

data processor or services with whom they work. Additionally, the entity should not be required to fulfill 

certain requirements in state consumer privacy law (e.g., consumer requests to delete or correct their data) 

that may jeopardize ongoing federal efforts or investigations that benefit the public interest. In this case, 

without the necessary exemptions, the business serving in a third party capacity would not be able to uphold 

 
2 CT Data Privacy Act, 2022 Conn. Legis. Serv. P.A. 22-15 (S.B. 6) (WEST) (Effective July 1, 2023) at Sec. 10. (a) 
Nothing in sections 1 to 11, inclusive, of this act shall be construed to restrict a controller's or processor's ability to: 
(1) Comply with federal, state or municipal ordinances or regulations; he research outweigh the privacy risks; [..] 
(11) assist another controller, processor or third party with any of the obligations under sections 1 to 11, inclusive, 
of this act.  
 
3 Virginia Consumer Data Protection Act, Va. Code Ann. § 59.1-578. Limitations. 

A. Nothing in this section shall be construed to restrict a controller's or processor's ability to: 

[..] 

9. Assist another controller, processor, or third party with any of the obligations under this subsection. 

4 Colorado Section 6-1-1305 (Applicability of Part) (xii)  
5 Utah Section 11.13-61-304 (Limitations) (k). 
 

https://nam10.safelinks.protection.outlook.com/?url=http%3A%2F%2Flaw.lis.virginia.gov%2Fvacode%2F59.1-578&data=05%7C01%7Cdsridhar%40siia.net%7C22b075914e3947c7d8d608daef48c836%7C47344355f37547ee83e86bdf975afacf%7C0%7C0%7C638085393155714346%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=%2Fk5F86xVQQwaSJsqQhXTLjhx7ymXJKwIkCSmqypwawA%3D&reserved=0
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protections to perform anti-money laundering services and any relevant investigations, which could have 

ripple effects on other downstream and upstream providers in the value chain.  

Without extending the exemption to these types of businesses, the bill would create a loophole that 

would weaken consumer protections in a variety of circumstances, including digital money laundering and 

cybercrime. The implications also extend to government agencies, who use third party data providers in 

various roles: for research, contracting services, investigations, and more. If third parties are not vested with 

the same exemptions, government agencies will be hampered in efforts to access third party data sources, 

leaving a critical gap in the data ecosystem. For example, the Department of Health and Human Services 

may not be able to process Medicaid claims and provide these considerations to entities at the state level, 

without appropriate access to high quality data on Medicaid medical provider screening services. 

Therefore, third parties supporting data processors or controllers should receive the same 

exemptions as the processors or controllers with whom they work to avoid confusion over state and federal 

obligations.  

An additional amendment is necessary to ease compliance and ensure smooth implementation of 

the legislation for controllers, processors, and entities supporting them. This amendment would treat entities 

(including third parties) working with, or on behalf of, processors or controllers, the same as the processors 

or controllers themselves, ensuring all are subject to the same exemptions. This amendment creates a level 

playing field for all of the entities processing the data. It will provide enough specificity for businesses to 

deliver on services for their customers, while offering additional consumer safeguards and valuable 

protections for society. The amendment would ensure interoperability with provisions in other state 

consumer privacy laws. 

To address these issues, we recommend the following amendments to Section 2 (3) on Pg. 8: 

Section 2: 

(3) Sections 1 to 10 of this 2023 Act do not prohibit a controller processor from: 

[...] 

(h) Negotiating, entering into or performing a contract with a consumer; or 

(i) Protecting any person’s health and safety. or 

(j) Assisting another controller, processor or third party with any of the obligations under this subsection.  

 

Recommendation 2: Allow controllers to provide categories (rather than the names) of third 

parties with whom the controller works and designate a precise lookback period (Section 3). 

 The bill would require data controllers to identify the names of all third parties that the controller 

works with. The requirement places far too steep of a burden on controllers, without an equivalent benefit 
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to consumers. The requirement also does not specify a look back period within which controllers must 

fulfill third-party identification requests.  

 Requiring data controllers to provide the name of each third party is cumbersome, unnecessary, 

and could weaken consumers’ protection over their data. Many of these uses are for the consumers’ 

benefit, such as for tailored marketing, advertising, financial, cyber and risk mitigation services. For 

example, in the digital identity context, data controllers may be using third parties to authenticate or 

secure the platform a consumer uses. Providing all consumers, including potential bad actors, with the 

names of every third party that is providing these authentication services would be an inefficient and 

financially burdensome task, and could give hackers an opportunity to misuse the information, placing 

consumers in jeopardy. 

Second, rather than place an unbounded requirement that controllers would need to share the 

names of all of the third parties that it has ever worked with, a more appropriate requirement would be to 

ask controllers to list the categories of third parties for a specified period of time (such as 12 months). For 

companies with a generational history and longevity, the number of third parties that they have ever 

worked with could extend back tens or even hundreds of years, and it would pose a disproportionate 

burden on these companies to have to comply with a requirement that has no look back period from which 

a company has engaged with all known third parties.  

This level of granularity subject to a specified lookback period is meaningful to consumers, 

without being overwhelming, and also ensures additional transparency with regard to the ways their data 

is being shared downstream. The approach also limits an overly prescriptive level of disclosure that could 

permit bad actors and other entities from using the names of third party partners inappropriately, 

particularly in contexts where sensitive data is shared.  

California’s consumer privacy law and modified regulations6 incorporate our recommended 

approach to require controllers to share the categories of third parties, instead of the names of third 

parties, with a lookback period of 12 months. While the requirement to identify third parties by name was 

in the original draft of California’s regulations, the most recent draft was modified to create a more 

measured and streamlined compliance option for businesses that would not require a disproportionate 

effort. 

To address this issue, we recommend the following change to Section (3) (1) of the bill. 

 
6 CA Civil Code sections 1798.100, 1798.110, or 1798.115. CPRA modified regulations: (e) The privacy policy shall 
include the following information: (1) A comprehensive description of the business’s online and offline Information 
practices which includes the following:  
[...] 

(D) Identification of the categories of personal information, if any, that the business has sold or shared to third 

parties in the preceding 12 months.  If the business has not sold or shared consumers’ personal information in the 

preceding 12 months, the business shall disclose that fact. 

(E) For each category of personal information identified in subsection (e)(1)(D), the categories of third parties to 
whom the information was sold or shared. 

https://cppa.ca.gov/meetings/materials/20221021_22_item3_modtext.pdf
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SECTION 3. (1) Subject to section 4 of this 2023 Act, a consumer or an authorized agent of the consumer 

may: (a) Obtain from a controller: 

[A.]... 

(B) A list of specific categories of third parties to which the controller has disclosed the consumer’s 

personal data; and… 

Recommendation 3: Remove the private right of action (Section 10). 

Section 10 of the bill also requires attention. Section 10 permits “a consumer or a class of 

consumers that suffers an ascertainable loss of money or property as a result of a controller’s violation” to 

“bring an action in a circuit court of this state” seeking (a) compensatory damages, Injunctive or 

declaratory relief, and reasonable attorney fees and costs. Given the bill’s requirements and plaintiffs’ 

ability to aggregate claims into a class action, this private right of action (PRA) provision threatens 

staggering litigation costs for technical violations. Any person whose information was kept in an 

“unreasonable manner” or whose data was processed without consent would have standing to sue. Given 

the volume and nature of data processing activities that consume virtually all of the transactions in the 

digital economy today and the limited resources supporting the U.S. legal system, the PRA works at odds 

with the ability to meaningfully support consumers on the grounds of wrongful data processing activities 

by bad actors. We are concerned that our members will be threatened with lawsuits that they will be 

forced to settle meritless claims not due to any violations of the statute, but because of the vague notion of 

“ascertainable loss of money or property as a result of a controller’s violation” that could lead to a 

multiplying effect on compensatory damages, injunctive relief, and attorney’s fees.  

Inclusion of a PRA in the bill will neither provide meaningful consumer privacy protections nor 

advance business compliance safeguards. Rather, it will chill beneficial data use and increase the costs to 

the consumers as controllers desperately try to insulate themselves against this kind of risk. Attorney 

General enforcement, which will by its nature involve the exercise of discretion, would be a much more 

effective mechanism for addressing those instances in which there was greater risk or actual harm. 

Related to Section 10, we believe that Section 9 (4)(b) creates an unreasonable requirement that a 

controller or an individual - director, officer, employee, or agent of a controller - who violates sections 1 

to 10 could be required to accept responsibility for the liability and respective civil penalties brought for 

those violations. This provision does not appear in any comprehensive privacy bills to-date and deters 

from the objective of building an interoperable privacy standard. 

Therefore, we recommend the following edits: 

SECTION 9. (1)(a) The Attorney General may serve an investigative demand upon any person that 

possesses, controls or has custody of any information, document or other material that the Attorney 

General determines is relevant to an investigation of a violation of sections 1 to 10 of this 2023 Act or that 

could lead to a discovery of relevant information. An investigative demand may require the person to: 

[...] 

(4)(a) The Attorney General may bring an action to seek a civil penalty of not more than $7,500 for each 

violation of sections 1 to 10 of this 2023 Act or to enjoin a violation or obtain other equitable relief. The 
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Attorney General shall bring the action in the circuit court for Multnomah County or the circuit court of a 

county where any part of the violation occurred.  

 

(b) If a court finds that a director, member, officer, employee or agent of a controller violated sections 1 

to 10 of this 2023 Act through an act or omission, the court may find that the controller committed the 

violation or the court may find that both the controller and the director, member, officer, employee or 

agent committed the violation and may impose separate civil penalties on each. 

 

SECTION 10. (1)(a) A consumer or a class of consumers that suffers an ascertainable loss of money or 

property as a result of a controller’s violation of sections 1 to 10 of this 2023 Act may bring an action in a 

circuit court of this state.  

(b) A court may award a prevailing plaintiff in an action under paragraph (a) of this subsection: (A) 

Compensatory damages;  

(B) Injunctive or declaratory relief; and  

(C) Reasonable attorney fees and costs. 

(2) A consumer or class of consumers that brings an action under subsection (1) of this section shall mail 

a copy of the complaint or initial pleading to the Attorney General upon bringing the action and shall mail 

to the Attorney General a copy of any judgment the consumer or class of consumers obtains. A 

consumer’s failure to mail a copy of the complaint is not a jurisdictional defect, but the court may not 

enter judgment for the plaintiff until the plaintiff files proof of mailing with the court. An affidavit or 

return receipt is adequate proof of mailing.  

(3) A plaintiff shall commence an action under subsection (1) of this section within two years after the 

plaintiff discovers or, with an exercise of reasonable care, should have discovered an ascertainable loss of 

money or property.  

(4) A plaintiff may bring an action under this section only for a controller’s violation of section 3, 4 or 5 

of this 2023 Act 

 

 

Recommendation 4: Leave the Actual Knowledge Standard Intact; Remove the Constructive 

Knowledge Standard (Section 5). 

 

Section 5 of the bill requires controllers to process the information of children under the age of 13 

in accordance with the Children’s Online Privacy Protection Act. Opt-in consent would also be required 

for the processing of personal data if the consumer is between 13-15 years old. We are concerned about 

the inclusion of a constructive knowledge standard in Section 5, (2 (b) and (c)) in transactions involving 

processing or selling personal data of children.  

Written in this manner, the proposed “constructive knowledge” standard is at odds with the 

“actual knowledge” standard, which is the standard aligned to the federal Children’s Online Privacy 

Protection Act7. By offering two differing standards as options, it would create additional confusion for 

consumers and for business compliance.  

 

 
7 16 CFR Part 312: “COPPA imposes certain requirements on operators of websites or online services directed to 
children under 13 years of age, and on operators of other websites or online services that have actual knowledge 
that they are collecting personal information online from a child under 13 years of age. 
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We recommend streamlining compliance and adopting one interoperable standard, the “actual 

knowledge standard”. Compliance with the actual knowledge standard aligns with practices the controller 

must take in accordance with the federal COPPA (referenced in Section 5, 2 (b)) and requires the least 

amount of data collected on a child, when compared to a constructive knowledge. A constructive 

knowledge standard could require data to be collected more frequently to decipher the age of a “potential 

minor”, which in essence creates a larger volume of data collected, and thus, could lead to fewer 

protections for the consumer in the long term.  

 

Our suggested edit is as follows (pgs. 14-15): 

 

Section 5: (2) A controller may not:  

[..] 

 

(b) Process sensitive data about a consumer without first obtaining the consumer’s, or an authorized 

agent’s, consent or, if the sensitive data concerns a consumer that the controller knows or constructively 

knows is a child, without processing the sensitive data in accordance with the Children’s Online Privacy 

Protection Act of 1998, 15 U.S.C. 6501 et seq. and the regulations, rules and guidance adopted under the 

Act, all as in effect on the effective date of this 2023 Act;  

 

(c) Process a consumer’s personal data for the purposes of targeted advertising or sell the consumer’s 

personal data without the consumer’s consent if the controller has actual or constructive knowledge that 

the consumer is at least 13 years of age and not older than 15 years of age; or 

 

 

Recommendation 5: Chisel the Definition of “Biometric Data” (Section 1). 

In Section 1, we recommend that the bill refine its definition of biometric data. The bill defines 

“Biometric Data8” to include “data generated by automatic measurements of a consumer’s biological 

characteristics, such as the consumer’s fingerprint, voiceprint, retinal pattern, iris pattern or other unique 

biological characteristics.” The definition is a strong starting point, as it provides clarity, specificity, and 

examples of the types of data generated by specific, immutable characteristics of biometric data. The 

definition also aligns to other consumer privacy laws, with one outstanding detail that has critical 

practical implications. 

We recommend, however, that the definition be revised to focus on the use of biometric data to 

identify a specific individual, with an appropriate scoping principle to convey the unique privacy interest 

at stake in each circumstance. By doing so, the definition would be much clearer and principled, so that it 

does not unintentionally sweep in other routine uses of biometrics outside of the context of an individual 

 
8 (3)(a) “Biometric data” means data generated by automatic measurements of a consumer’s biological 
characteristics, such as the consumer’s fingerprint, voiceprint, retinal pattern, iris pattern or other unique 
biological characteristics. (b) “Biometric data” does not include: (A) A photograph recorded digitally or otherwise; 
(B) An audio or video recording; or (C) Data from a photograph or from an audio or video recording, unless the 
data were generated for the purpose of identifying a specific consumer. 
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consumer. For example, facial detection or recognition software used to spot individuals in the rear of the 

car as humans, for safety purposes, without any attempt to identify those individuals.  

To achieve this, we recommend a slight revision to the definition of “biometric data” as set out 

below. Incidentally, this would follow the approach taken by Virginia’s consumer privacy law9 and help 

to align frameworks across the United States  

Our recommended edit is as follows: 

SECTION 1: As used in section 1 to 10 of this 2023 Act: 

 

(3)(a) “Biometric data” means data generated by automatic measurements of a consumer’s biological 

characteristics, such as the consumer’s fingerprint, voiceprint, retinal pattern, iris pattern or other unique 

biological characteristics that is used to identify an individual.  

 

(b) “Biometric data” does not include: (A) A photograph recorded digitally or otherwise; (B) An audio or 

video recording; or (C) Data from a photograph or from an audio or video recording, unless the data were 

generated for the purpose of identifying a specific consumer. 

Conclusion 

We believe these recommendations are beneficial to industry and consumers alike. We urge the 

Office to review the changes and apply them, prior to any further movement on the bill this legislative 

session. SIIA supports privacy as a fundamental value, one essential to individual autonomy and a 

functioning democracy. We believe that an interoperable state data privacy standard that harmonizes 

meaningful consumer safeguards with appropriate business compliance will ensure smooth 

implementation of uniform data privacy practices.  

We appreciate your willingness to consider these recommendations in regards to this bill, as we 

believe the changes will create consistent, comprehensive consumer privacy safeguards. If you have 

further questions, please contact Divya Sridhar, at dsridhar@siia.net. 

 Sincerely, 

  

Divya Sridhar, Ph.D. 

 
9 VCDPA defines “biometric data” as: “data generated by automatic measurements of an individual’s biological 
characteristics, such as a fingerprint, voiceprint, eye retinas, irises, or other unique biological patterns or 
characteristics that is used to identify a specific individual.” VCDPA further states that biometric data does not 
include: “physical or digital photographs, a video or audio recording or data generated therefrom, or information 
collected, used, or stored for health care treatment, payment, or operations under HIPAA. 

https://lis.virginia.gov/cgi-bin/legp604.exe?211+ful+SB1392ES1
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Senior Director, Data Policy 

Software & Information Industry Association 


