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VIA EMAIL  

March 15, 2022 
 
Chair Michael Marcotte 
House Committee on Commerce and Economic Development 
106 Private Pond Rd., 
Newport, VT 05855 
 
Vice Chair Stephanie Jerome 
House Committee on Commerce and Economic Development 
PO Box 65  
Brandon, VT 05733 
 
Hon. Logan Nicoll 
Ranking Member 
House Committee on Commerce and Economic Development 
11 Depot St., Ludlow, VT 05149 
 

RE: Opposition to H. 121 

Dear Chair Marcotte, Vice Chair Jerome, and Ranking Member Nicoll: 

I am writing to express the Software and Information Industry Association’s (SIIA) 
opposition to H.121, legislation intended to increase Vermonters’ privacy protections. 
As written, the legislation will violate the First Amendment and hamstring our 
members’ abilities to conduct with and assist investigative journalism, anti-money-
laundering efforts, know-your-customer compliance, and many other societally valuable 
activities.  

SIIA is the principal trade association for those in the business of information. SIIA 
represents over 450 companies reflecting the broad and diverse landscape of digital 
content providers and users in academic publishing, education technology, and 
financial information, along with creators of software and platforms used by millions 
worldwide, and companies specializing in data analytics and information services.  

Existing Vermont law regulates “data brokers,” defined as a business that knowingly 
collects and sells “brokered personal information” of a consumer with whom it does 
not have a direct relationship. It defines “brokered personal information,” as any 
computerized “information alone or in combination with the other information sold or 
licensed, would allow a reasonable person to identify the person with reasonable 
certainty,” and includes things like name, address, date of birth, and mother’s maiden 
name.  9 VSA 2430 (2)(A).  It does not, however, include publicly available information 
to the extent that it is related to a consumer’s business or profession. Id. 2430 (2)(B).   



 

 

Existing law requires that such entities register with the state or face fines.1 

The First Amendment requires H.121’s definition of personal data to exempt 
information lawfully obtained from the government or widely available in private 
hands. 

H.121 expands existing obligations in several ways.  First, it adds a definition of 
“personal information” that refers to any information “capable of being associated with 
a particular consumer” and includes brokered personal information (among other 
things).  It then requires “data collectors” that collect personal information from 
sources other than consumers and requires such collectors to delete that information if 
they do not know why it was initially collected.  See 2432(b), (c). Second, the legislation 
adds a new suite of “Additional Duties” to data brokers in section 2448, requiring that a 
consumer may stop a data broker from collecting the consumer’s data, delete all data in 
its possession, and stop selling the consumer’s personal data. 2448(a). The definition of 
personal data does not exempt information either lawfully obtained from the 
government or widely available in private hands, to include widely distributed media. 

As the state of Vermont well knows, “the creation and dissemination of information are 
speech within the meaning of the First Amendment.” Sorrell v. IMS Health Inc., 564 U.S. 
552, 570 (2011).  Beginning with California, every piece of privacy legislation enacted in 
the United States has had two critical components that H. 121 lacks.  First, it lacks an 
exemption for publicly available information, which includes information released by 
the government, as well as that which is widely available in private hands. Rather than 
go through the problems with legislation that lacks such limitations, we have attached a 
memorandum from Mayer Brown that addresses the constitutional problems that the 
California Consumer Protection Act faced in detail. In response, California (as well as 
other states) enacted a provision exempting publicly available information from the 
scope of the statute. The same problems of overbreadth, content discrimination, and 
vagueness exist in this legislation and without such an amendment it will receive strict 
scrutiny and be found unconstitutional. (We understand that you have been advised of 
this fact by legislative counsel). 

Carveouts for fraud prevention and federal privacy regimes are essential to many 
industries. 

Second, California, Virginia, Colorado as well as the Uniform Law Commission have also 
acknowledged that certain statutory exemptions are necessary to enable, for example, 
anti-money laundering: a fentanyl dealer should not be allowed to opt out of a 
database used by law enforcement. Similarly, students are not “consumers” and the 
way that the statute reads could create problems for Vermont schools that use 
technology while following the rules of the Family Educational Rights and Privacy Act. 
Other statutes, such as Gramm-Leach Bliley, the Drivers Privacy Protection Act, and the 
Fair Credit Reporting Act, enable the efficient provision of insurance, credit and 
employment.  All of these statutes, as well as essential protection for anti-fraud 

 
1  Nothing in this letter is intended to imply that SIIA believes the existing data 
broker statute is constitutional.  



 

 

activities, are carved out of these laws in order to advance important public policies.  
We recommend that Vermont do the same.  

To be clear, SIIA believes that consumer privacy is a proper subject of legislation.  It is 
imperative, however, that state legislation both comply with the First Amendment and 
respect fundamental public policies reflected in the other federal and state laws with 
which Vermont’s privacy laws must interact. H. 121, unfortunately, does neither. 

 
Thank you for considering our views. 

 
Respectfully submitted, 

/s/ 
 

Christopher A. Mohr 

President 

Cc: Members of the Committee 
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MEMORANDUM 

Date: January 24, 2019 

To: Christopher Mohr 
General Counsel 
Software and Information Industry 
Association 

From: Andrew J. Pincus 
Miriam R. Nemetz 
Eugene Volokh 

Subject: Invalidity Under The First Amendment Of 
The Restrictions On Dissemination Of 
Accurate, Publicly Available Information 
Contained In The California Consumer 
Privacy Act of 2018 

The California Consumer Privacy Act of 2018 (CCPA) violates settled First Amendment 
principles by restricting the dissemination of accurate, publicly available information.  If the Act 
is not amended to eliminate these unconstitutional speech restrictions, it is highly likely to be 
invalidated in court.1

Under the CCPA, California residents will be able to block businesses from selling 
“personal information” relating to them. The Act’s definition of “personal information” is not 
limited to private, sensitive data—it also encompasses information obtained from publicly 
available sources, such as information released to the public by government agencies.  If the Act 
takes effect in its current form, individuals will be able to veto the inclusion of public-domain 

1  I write on behalf of the Software Information & Industry Association (SIIA) and the Coalition for Sensible Public 
Record Access (CSPRA).  As you know, SIIA’s members include publishers of business-to-business and 
business-to-consumer products in both digital and print form, as well as financial news services, software 
companies, and databases.   Through their independent news-gathering and publishing activities, SIIA’s members 
inform businesses, journalists, and governments on a wide variety of activities.  CSPRA is a non-profit 
organization dedicated to promoting the principle of open public record access to ensure consumers and 
businesses the continued freedom to collect and use, for personal and commercial benefit, the information made 
available in the public record.  

 Some of  the  publications produced by the members of these groups include names and other information about 
individuals.  Many other businesses—including industry analysts, marketing experts, executive search firms, 
agents, lobbyists, ratings services, private detectives, and many others—also gather and sell information about 
people.  These publications are an important resource for users investigating potential employees, investors, 
business partners, clients, service providers, customers, and competitors.  
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information about them in the databases and publications that many businesses provide to 
customers who use them for important, entirely legitimate purposes.  For example: 

 businesses conduct background checks on potential employees and on the officers and 
directors of potential business partners and merger or acquisition candidates; 

 law enforcement officers obtain information relevant to their investigations regarding 
persons of interest;  

 financial institutions and other businesses employ third parties use publicly available 
data sources to help them meet “know your customer,” anti-money laundering, anti-
terrorism and anti-human trafficking obligations, as well as other financial crime and 
modern slavery laws, regulations, and industry practices; and 

 industry analysts and ratings services obtain information critical to their analyses. 

The Supreme Court has made clear that “the creation and dissemination of information is 
speech for First Amendment purposes.”  Sorrell v. IMS Health Inc., 564 U.S. 552, 570 (2011).  
The State may not infringe these rights to protect a generalized interest in consumer privacy.  See 
generally E. Volokh, Freedom of Speech and Information Privacy: The Troubling Implications of 
a Right to Stop People from Speaking About You, 52 Stan. L. Rev. 1049, 1081 (2000).  

The CCPA’s extraordinarily broad definition of “personal information” and the resulting 
restrictions on businesses that sell publicly available information—restrictions unprecedented in 
American law—violate the First Amendment in at least three independent ways: 

 First, the CCPA’s restrictions on the dissemination of publicly available information 
impose a heavy burden on protected speech without advancing a compelling 
governmental interest, or even a substantial one.  These provisions therefore violate the 
First Amendment rights of the businesses whose speech is burdened by them, as well 
as of potential users of the information that the businesses provide.   

 Second, the law suffers from the independent constitutional flaw that it adopts an 
unjustified and impermissibly vague standard for determining when a business may 
disseminate information from public government records. 

 Third, the Act discriminates among speakers and discriminates on the basis of speech 
content, which separately violates the First Amendment. 

To avoid the need for a judicial challenge to the provisions at issue, the Legislature should 
amend the Act to eliminate these unconstitutional speech restrictions. 

I. Background. 

The CCPA applies to “personal information,” which it defines broadly to encompass all 
information that “identifies, relates to, describes, is capable of being associated with, or could 
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reasonably be linked, directly or indirectly, with a particular consumer or household.”  Cal. Civ. 
Code § 1798.140(o)(1).2

“Personal information” excludes “publicly available information,” but the CCPA adopts 
an unusually narrow definition of the latter term.  Cal. Civ. Code § 1798.140(o)(2).  The definition 
first states that “publicly available” information means “information that is lawfully made 
available from federal, state, or local government records, if any conditions associated with such 
information.”  Id.3  It continues that “[i]nformation is not ‘publicly available’ if that data is used 
for a purpose that is not compatible with the purpose for which the data is maintained and made 
available in the government records or for which it is publicly maintained.” Id.

The statute provides no guidance for determining when the sale of information obtained 
from public government records is “not compatible with” the purpose for which the data was 
maintained or made available by a governmental source.  See Cal. Civ. Code § 1798.140(o)(2).  
Data “made available from federal, state, or local government records” therefore qualifies as 
personal information that is subject to the Act’s obligations and restrictions, depending on the 
meaning of the undefined “compatibility” test. 

Importantly, the Act does not exclude from the definition of “personal information” any
information that is available to the public but was not derived from governmental records.  Thus, 
under the statute, a business may be precluded from selling information about a person that it 
gathers from phone directories, media outlets, and other widely available sources. 

The CCPA—which takes effect on January 1, 2020—imposes obligations on any business 
that collects consumers’ personal information, does business in the State of California, operates 
for profit or for the benefit of its shareholders (thereby excluding non-profit entities), and either 
(1) has more than $25 million in annual revenue; (2) annually buys, receives, sells, or shares the 
personal information of 50,000 or more consumers, households, or devices; or (3) derives 50 
percent or more of its annual revenues from selling consumers’ personal information.  Cal. Civ. 
Code § 1798.140(c).    

First, the Act requires businesses to disclose to consumers the types of personal 
information that it collects from them, to provide them with copies of the information, and to delete 
the information upon request.  Cal. Civ. Code §§ 1798.100, 1798.105, 1798.110(a)-(b).4

2  The sweeping definition includes, but is not limited to, a consumer’s “name, . . . physical characteristics or 
description, address, telephone number, . . . education, . . . [or] “employment history.”  Cal. Civ. Code § 
1798.140(o)(1)(B) (incorporating Cal. Civ. Code § 1790.80).  It also includes “[i]nferences drawn from any of 
the information identified . . . to create a profile about a consumer reflecting the consumer’s preferences, 
characteristics, psychological trends, predispositions, behavior, attitudes, intelligence, abilities, and aptitudes.”  
Id. § 1798.140(o)(1)(K). 

3  This definition appears to be missing key words. 
4  The Act defines “consumer” to mean any California resident who is natural person.  Cal. Civ. Code § 1798.140(g).   
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Second, the Act also imposes obligations with respect to personal information that a 
business obtains from sources other than the consumer (which it defines broadly in Cal. Civ. Code 
§ 1798.140(e) as a business that obtains such information “by any means”).  

 The business must, upon request, disclose to the consumer the categories of personal 
information about that consumer that the business has collected, the purposes for which 
the information was collected, the categories of third parties with whom the business 
shares personal information, and the specific information that it has collected about that 
consumer.  Cal. Civ. Code § 1798.110(a)-(b).   

 If the business sells or discloses a consumer’s personal information for a business 
purpose, it must, upon request, provide the consumer with detailed information about 
such sales or disclosures.  Cal. Civ. Code § 1798.115.  

 Any consumer “shall have the right, at any time, to direct a business that sells personal 
information about the consumer to third parties not to sell the consumer’s personal 
information.”  Cal. Civ. Code § 1798.120(a).  Businesses must notify consumers that 
they have the right to “opt out” of the sale of their personal information.  Id. § 
1798.120(b).5

II. The Act’s Restrictions On The Dissemination Of Accurate, Publicly Available 
Information Violate The First Amendment. 

The CCPA’s provisions restricting the dissemination of publicly available information are 
unconstitutional for three independent reasons.  First, these limitations are content-based 
restrictions on speech that are not justified by a sufficiently weighty governmental interest to 
satisfy strict scrutiny, or even intermediate scrutiny.  Second, the regulation limiting dissemination 
of information publicly disclosed by government agencies is unconstitutionally vague.  Third, the 
CCPA’s restrictions unconstitutionally distinguish among speakers and among different types of 
speech. 

A. The Act’s limitations on speech are subject to strict scrutiny.  

The First Amendment, which applies to the States through the Fourteenth Amendment, 
prohibits laws that abridge freedom of speech.  Content-based regulations, which do not affect 
speech incidentally but instead “target speech based on its communicative content,” are 
“presumptively unconstitutional.”  Reed v. Town of Gilbert, 135 S. Ct. 2218, 2226 (2015); see 
also, e.g., R.A.V. v. City of St. Paul, 505 U.S. 377, 382 (1992) (“Content-based regulations are 
presumptively invalid.”).  “If a statute regulates speech based on its content, it must be narrowly 
tailored to promote a compelling Government interest.”  United States v. Playboy Entm’t Grp., 

5  The right to demand that businesses delete information about them is limited to information “which the business 
has collected from the consumer” (Cal. Civ. Code § 1798.105(a))—but the rights to demand that information be 
disclosed, and not be sold, lack such a limitation, and thus apply to information about people gathered from all 
sorts of sources. 
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Inc., 529 U.S. 803, 813 (2000).  “If a less restrictive alternative would serve the Government’s 
purpose, the legislature must use that alternative.” Id.  

The CCPA’s limits on dissemination of publicly available information plainly qualify as 
content-based regulations.  The Act flatly prohibits certain businesses from selling the “personal 
information” of people who exercise their statutory right to opt out.  Such a law does not affect 
speech incidentally but instead directly “imposes a burden based on the content of speech and the 
identity of the speaker.”  Sorrell, 564 U.S. at 567.  Indeed, under the Act, “the government is 
prohibiting a speaker from conveying information that the speaker already possesses.”  Id. at 568 
(internal quotation marks omitted).  As “a content-based speech restriction,” the Act’s bar on the 
dissemination of personal information “can stand only if it satisfies strict scrutiny.”  Playboy 
Entm’t Grp., Inc., 529 U.S. at 813.  

The First Amendment standard applicable to the CCPA is not lessened because the law 
targets speech for which businesses receive compensation.  The Supreme Court has emphasized 
that “the degree of First Amendment protection is not diminished merely because . . . speech is 
sold rather than given away.”  City of Lakewood v. Plain Dealer Publ’g Co., 486 U.S. 750, 756 
n.5 (1988).  The Court has also observed that “a great deal of vital expression” “results from an 
economic motive.” Sorrell, 564 U.S. at 567; see also Smith v. California, 361 U.S. 147, 150 (1959) 
(“It is of course no matter that the dissemination [of speech by the claimant] takes place under 
commercial auspices.”); Joseph Burstyn, Inc. v. Wilson, 343 U.S. 495, 501 (1952) (“That books, 
newspapers, and magazines are published and sold for profit does not prevent them from being a 
form of expression whose liberty is safeguarded by the First Amendment.”).  

For that reason, laws that “establish[] a financial disincentive to create or publish works 
with a particular content” (Simon & Schuster, Inc. v. Members of N.Y. State Crime Victims Bd., 
502 U.S. 105, 115 (1991)) are subject to strict scrutiny under the First Amendment.  The Act meets 
that description:  It imposes a powerful “financial disincentive to create or publish” certain works 
by prohibiting the sale of any publication containing the personal information of a person who has 
opted out. 

The Supreme Court’s decisions do distinguish between “speech proposing a commercial 
transaction, which occurs in an area traditionally subject to government regulation, and other 
varieties of speech.”  Cent. Hudson Gas & Elec. Corp. v. Pub. Serv. Comm’n of N.Y., 447 U.S. 
557, 562 (1980); see also Bolger v. Youngs Drug Prods. Corp., 463 U.S. 60, 66 (1983) (the “core 
notion of commercial speech” is “speech which does no more than propose a commercial 
transaction”) (internal quotation marks omitted).  Laws that limit such speech are unconstitutional 
unless they “directly advance[]” a “substantial” governmental interest and are not “more extensive 
than is necessary to serve that interest.”  Cent. Hudson Gas & Elec. Corp., 447 U.S. at 566.   

But the regulations here reach a range of communications that do not propose any 
commercial transaction.  For example, a business that publishes and sells information for use by 
other businesses is producing an information-based product, but that speech is not in the nature of 
advertising and does not qualify as “commercial speech.”  As discussed above, moreover, the 
regulations will impede speech outside the commercial realm by speakers ranging from book 
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publishers to photographers.  The Act’s limitations therefore must be assessed under the strict 
scrutiny test. 

B. The Act’s limitations on the dissemination of publicly available information 
fail strict scrutiny, and fail even intermediate scrutiny. 

The CCPA’s broad-brush restrictions on the dissemination of publicly available 
information are not narrowly tailored to further compelling governmental interests.  Indeed, even 
if examined under the more permissive standard that governs commercial-speech regulation, the 
provisions are infirm because they do not “directly advance[]” a “substantial” governmental 
interest, and because they are more extensive than necessary to serve any such interest.  Cent. 
Hudson Gas & Elec. Corp., 447 U.S. at 566.  As in Sorrell, “the outcome is the same whether a 
special commercial speech inquiry or a stricter form of judicial scrutiny is applied.”  564 U.S. at 
571.   

The government cannot defend a speech restriction “by merely asserting a broad interest 
in privacy.”  U.S. West, Inc. v. FCC, 182 F.3d 1224, 1235 (10th Cir. 1999).  “[P]rivacy may only 
constitute a substantial state interest if the government specifically articulates and properly justifies 
it.”  Id.   

Here, the privacy concerns animating the Act’s passage had a specific focus:  They arose 
from businesses’ collection and dissemination of data gleaned from consumers’ online activities, 
shopping, and use of computerized devices, which left consumers vulnerable to security breaches 
and other risks.  See California Senate Judiciary Committee Bill Analysis, A.B. 375, at 1-2 (June 
25, 2018).  The CCPA’s statement of purpose recites that “there is an increase in the amount of 
personal information shared by consumers with businesses”; that many businesses “collect 
personal information from California consumers” without their knowledge; and that “[t]he 
unauthorized disclosure of personal information and the loss of privacy can have devastating 
effects for individuals,” including “financial fraud” and “identity theft.”  Cal. Civ. Code § 
1798.100. 

Many of the Act’s provisions respond to these identified risks, but the Act also applies to 
a wide variety of businesses that gather and sell information about people who are not customers. 
Their communications do not present the risks that the Legislature identified—and the stated 
interests therefore do not justify the regulations imposed on such businesses. 

The government’s interest in protecting consumers from businesses that track their 
activities, moreover, is not furthered by restricting the publication and distribution of publicly 
available information.  The firms that publish such information do not exploit customer 
relationships to obtain it.  Nor do they disseminate otherwise confidential information that will 
threaten an individual’s safety and security if released.  Instead, they distribute data that is already 
in the public domain so that it can be used efficiently by businesses, news organizations, and others 
that need the information.  

Much of this public information has been released by government agencies.  In  California, 
these agencies have both a statutory and a constitutional obligation to provide “access to 
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information concerning the conduct of the people’s business” (Cal. Const. art. 1, § 3(b)(1)), unless 
one of the statutory exceptions to disclosure applies.  When a government agency “plac[es] the 
information in the public domain,” it “must be presumed to have concluded that the public interest 
was thereby being served.”  Cox Broad. Corp. v. Cohn, 420 U.S. 469, 495 (1975).  That is 
particularly true in California, because the Public Records Act exempts from disclosure records 
“the disclosure of which would constitute an unwarranted invasion of personal privacy” (Cal. 
Gov’t Code § 6254(c)); information available to the public therefore by definition falls outside that 
category.  Businesses that facilitate access to such information serve the public interest underlying 
the California constitutional and statutory provisions—and the CCPA thus infringes on 
government interests rather than furthers them.   

In adopting the Act, the Legislature also posited more generally that the right of privacy 
granted by the California Constitution confers “the ability of individuals to control the use, 
including the sale, of their personal information.”  Cal. Civ. Code § 1798.100.  But the 
constitutional right of privacy is not so broad.  Although “[i]nformational privacy is the core value 
furthered by” the constitutional privacy right, the California Supreme Court has explained that 
“information is private” only when “well-established social norms recognize the need to maximize 
individual control over its dissemination and use to prevent unjustified embarrassment or 
indignity.”  Hill v. Nat’l Collegiate Athletic Ass’n, 7 Cal. 4th 1, 35 (Cal. 1994); see also id. at 37 
(“A ‘reasonable’ expectation of privacy is an objective entitlement founded on broadly based and 
widely accepted community norms.”).   

In fact, there is no general expectation of privacy with respect to all personal information 
as defined by the Act.  The right of access to information from public records is enshrined in the 
California Public Records Act and in the Constitution, which both “strike a careful balance 
between public access and personal privacy.”  City of San Jose v. Superior Court, 389 P.3d 848, 
852 (Cal. 2017).  Most Californians know that a substantial amount of information about them can 
be obtained through a Google search and a review of public records, and there is no “indignity” in 
that state of affairs.  Thus, the right of privacy does not trump a business’ First Amendment right 
to sell information in the public domain.  

The Act’s restrictions also have the potential to reach a wide variety of communications.  
For example, the law could reach:  

• political opposition research businesses that sell information about the people they are 
hired to investigate;  

• freelance press photographers who sell “visual . . . information” about newsworthy 
people and events; and 

• private detectives, who sell information about the people they are investigating.  

Moreover, people will be able to demand that private detectives and opposition 
researchers—and even book publishers—disclose any information that they have gathered about 
them.  Cal. Civ. Code § 1798.110(a)-(b).  That would include information gathered in the course 
of investigations: People who learn that they are the subject of a forthcoming book or investigative 
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report can demand to promptly learn all the information that was confidentially gathered about 
them. 

Nor do the statute’s narrow exceptions for free speech, journalism, and politics prevent 
such applications.  The exception for a business’ right to “[e]xercise free speech” (Cal. Civ. Code 
§ 1798.105(d)(4)) applies only to people’s right to delete information about them, under Section 
1798.105; it does not apply to their right to demand that information about them not be sold, under 
Section 1798.120.  Though journalism and politics are excepted from the definition of “com-
mercial purposes” (id. § 1798.140(f)), publishing organizations with revenue of over $25 million 
or political research groups that earn more than 50 percent of their revenue from selling 
information about research subjects are still covered “business[es]” under Section 1798.140(c)(1); 
the statute’s prohibitions and requirements apply to them without regard to whether their purposes 
are viewed as “commercial.”  And though Section 1798.145(k) provides an exception for the 
“noncommercial activities” of certain publishers covered by Cal. Const. art. I, § 2(b), those 
publishers are limited to broadcasters and publishers of periodicals, and do not include publishers 
of other works, such as books, databases of information, or nonperiodical research reports.  See 
also Legislative Counsel’s Digest, S.B. 1121, § 2 (describing this exception as limited to 
“newspapers and periodicals”). 

Even if the publication of particular types of governmental information could be 
appropriately limited on the ground that widespread dissemination would lead to “unjustified 
embarrassment” (Hill, 7 Cal. 4th at 35), that would not save the statute from invalidation.  “In the 
First Amendment context, . . . a law may be invalidated as overbroad if a substantial number of its 
applications are unconstitutional, judged in relation to the statute’s plainly legitimate sweep.”  
United States v. Stevens, 559 U.S. 460, 473 (2010) (internal quotation marks omitted).  

The CCPA is fatally overbroad, because it gives consumers the right to veto a large number 
of communications as to which they have no legitimate privacy right.  The statute is thus facially 
invalid even if a small subset of its applications would be appropriate.  See Stevens, 559 U.S. at 
473.  If a compelling governmental interest would be served by limiting the further dissemination 
of certain public information, then that interest can be advanced by a statute that narrowly targets 
the troubling information.6  But the Act’s extensive burdens on speech cannot be justified on the 
ground that a small fraction of the information should be protected. 

The Act’s restrictions on dissemination of certain information are invalid for the additional 
reason that they are fatally underinclusive—the CCPA does not prohibit a number of 
indistinguishable means of disseminating widely the very same information.  Information excluded 
from publications under the Act may still be distributed by businesses not covered by the Act, in 
newspaper and magazines (which are generally excluded from the Act), and in innumerable other 
ways, including on Facebook, Instagram, or Twitter.   

No substantial governmental interest in consumer privacy is advanced by singling out 
certain businesses and prohibiting them from transmitting personal information when many other 

6  The protections of health-related information enacted in the Health Insurance Portability and Accountability Act 
of 1996, Pub. L. No. 104-191, 110 Stat. 1936, provide one such example. 
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individuals and businesses (including any nonprofit entities and smaller businesses) may continue 
to share the very same information.  As the Supreme Court has held, the “facial under-
inclusiveness” of an information privacy law “raises serious doubts” about whether it serves any 
genuine governmental interest at all.  Fla. Star v. B.J.F., 491 U.S. 524, 540 (1989) (striking down 
law barring publication of rape victims’ names by mass media where the provision did not 
“prohibit the spread” of the information “by other means,” such as “the backyard gossip who tells 
50 people that don’t have to know”).  

In sum, the asserted interests in privacy do not justify the broad and unfocused restrictions 
on dissemination of publicly available information that the Act imposes.  These provisions thus 
violate the First Amendment. 

C. The exception for publicly available information from governmental records 
is both impermissibly narrow and unconstitutionally vague. 

The CCPA suffers from the independent, constitutional flaw that it adopts an unjustified 
and impermissibly vague standard for determining when a business may disseminate information 
from public government records.  

As discussed above, the Act excludes from the definition of “personal information” 
“information that is lawfully made available from federal, state, or local government records,” 
unless “that data is used for a purpose that is not compatible with the purpose for which the data 
is maintained and made available in the government records or for which it is publicly maintained.” 
Cal. Civ. Code § 1798.140(o)(2).  The compatibility requirement, which in other contexts restricts 
the sharing of personal information among governmental agencies, is not an appropriate standard 
for limiting the dissemination by private parties of information that an agency has publicly 
disclosed.  The Act itself, moreover, articulates no standard for discerning whether use of a 
particular category of government information is “compatible” with the purpose for which the 
government maintained or released the information.  Thus, even if the State could articulate a 
substantial interest in limiting the sale of information that a governmental agency has made public, 
the vagueness of this provision renders the Act’s restrictions invalid under the First Amendment. 

The concept of compatible use appears to have been modeled on analogous language in the 
federal Privacy Act’s “routine use” exception.  The Privacy Act governs federal agencies’ use and 
disclosure of information about individuals, such as information about an individual’s education, 
financial transactions, medical history, criminal record, and employment history. 5 U.S.C. § 
552a(a)(4).  Under the Privacy Act, an agency may not disclose such information to other 
individuals or agencies without the prior consent of the person to whom the record pertains, unless 
the disclosure is authorized by one of several statutory exceptions.  Id. § 552a(b).  Under one such 
exception, an agency may disclose information to another agency for a “routine use” (id.), which 
means “the use of such record for a purpose which is compatible with the purpose for which it was 
collected.” Id. § 552a(a)(7).  A disclosure cannot be authorized under the routine use exception 
unless the disclosing agency first publishes a notice describing “each routine use of the records 
contained in the system, including the categories of users and the purpose of such use.” Id. § 
552a(e)(4)(D).   
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The Privacy Act’s “compatible use” requirement is “intended to discourage the 
unnecessary exchange of information to another person or to agencies who may not be as sensitive 
to the collecting agency’s reasons for using and interpreting the material.”  Britt v. Naval 
Investigative Serv., 886 F.2d 544, 555 (3d Cir. 1989) (quoting Analysis of House and Senate 
Compromise Amendments to the Federal Privacy Act, reprinted in 120 Cong. Rec. 40,405, 40,406 
(1974)).  Similar requirements have been incorporated in laws that govern information-sharing by 
some California agencies.  See, e.g., Cal. Code Regs. tit. 15, § 2087(c)(1)(A) (allowing disclosure 
of personal information maintained by the Parole Board to a state agency if “the transfer is 
compatible with a purpose for which the information was collected”); id., tit. 5, § 42396.2(d) 
(“Personal information should not be transferred outside The California State University unless 
the transfer is compatible with the disclosed purpose for which it was collected.”). 

Because the “compatible use” requirement was designed to protect privacy by limiting the 
disclosure of confidential personal information, it is not an appropriate standard to govern the use 
of information after the agency has released it to the public.  Cf. Fla. Star, 491 U.S. at 534 
(making clear that, even when an agency has broad power not to release information about a 
person, once that information is released, the public is generally free to redistribute it).  Under the 
Privacy Act, the determination whether a particular use is compatible requires “a dual inquiry into 
the purpose for the collection of the record in the specific case and the purpose of the disclosure.”  
Britt, 886 F.2d at 548-49.  Some courts have required “a nexus approaching an identity of purpose 
. . . between the reason the information was collected and the proposed routine use.”  U.S. Postal 
Serv. v. Nat’l Ass’n of Letter Carriers, AFL-CIO, 9 F.3d 138, 144 (D.C. Cir. 1993).  Were that 
standard applied to the dissemination of publicly disclosed information by private parties, it would 
prohibit virtually every such use because agencies generally do not maintain or release their 
records for the purpose of having their records republished.  It would also excessively burden 
speech by requiring a case-by-case determination of the agency’s purpose in maintaining the 
records and its compatibility with the proposed use. 

Were a court to conclude instead that the Privacy Act precedent is inapplicable, then the 
provision would be unconstitutionally vague because the statute provides no guidance for 
determining whether a proposed use of governmental information is “not compatible” with the 
government’s purpose in maintaining or releasing it.  A content-based regulation that is vague 
“raises special First Amendment concerns because of its obvious chilling effect on free speech.”  
Reno v. ACLU, 521 U.S. 844, 871-72 (1997).  “[V]ague laws chill speech” because “[p]eople ‘of 
common intelligence must necessarily guess at [the law’s] meaning and differ as to its 
application.’”  Citizens United v. FEC, 558 U.S. 310, 324, (2010) (quoting Connally v. Gen. 
Constr. Co., 269 U.S. 385, 391 (1926)).  “The prohibition against vague regulations of speech” 
also is motivated by concerns about the “risk of discriminatory enforcement.”  Gentile v. State Bar 
of Nev., 501 U.S. 1030, 1051 (1991).   

The Act’s “compatible use” requirement raises both concerns:  It is so ambiguous and 
unclear that many businesses will forgo disseminating governmental information rather than risk 
violating the provision, and it is so indeterminate that the risk of discriminatory enforcement is 
high.   
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Under the Privacy Act, agencies must disclose the purposes for which they may transfer 
information to another agency under the “routine use” exception.  But agencies do not typically 
explain the reasons for which they release information to the public.  Nor could they, because an 
agency gives up control of the information when it makes it available to the public without 
conditions.  Because agencies may not even consider how the information that they release may 
be used, there is no consistent, predictable and non-arbitrary way to determine whether a particular 
use of publicly available government information comports with the agency’s intent.  This makes 
it likely that such determinations will be made in an ad hoc and standardless manner that will 
single out certain uses for unfavorable treatment.     

A familiar example illustrates the problem.  Records of home sales often are made public, 
and the information is used for many purposes.  Neighbors may look up the information out of 
curiosity, appraisers working for lenders or insurers may employ the information in valuing other 
properties, and local businesses may use the information to direct their marketing efforts.  Such 
information also may be published in the real estate sections of magazines and newspapers and on 
websites such as Zillow and Redfin.  If a California resident objected under the Act to a particular 
use of the information—such as the inclusion of his or her name, address, and home price in a 
guide to movie stars’ homes—it is anyone’s guess whether that use would be deemed “not 
compatible” with the purpose for which the information was made publicly available.  The 
publisher thus would face the choice between removing the requester’s name from the publication 
or risking an enforcement proceeding. 

Each type of publication of each category of government information will present a similar 
dilemma.  Given the uncertainty surrounding the concept of “compatible use,” many publishers 
will hesitate to include certain types of government information in their publications.  The 
vagueness of the “compatible use” requirement thus will substantially limit protected speech.   

D. The regulations disfavor certain speakers and messages.

Laws that “disfavor[]  specific speakers” or “speech with a particular content” (Sorrell, 564 
U.S. at 564) rarely survive First Amendment scrutiny.  See Rosenberger v. Rector & Visitors of 
Univ. of Va., 515 U.S. 819, 828 (1995) (“In the realm of private speech or expression, government 
regulation may not favor one speaker over another.”).   

The CCPA on its face favors some speakers and some uses of information while 
disfavoring others.  It also allows consumers to use the power of the State to suppress particular 
speakers and facts.  And it does so in a frankly content-based way, aiming at restricting the 
publication of certain information but not other information.  See Reed, 135 S. Ct. at 2227 
(concluding that content-based speaker restrictions are subject to strict scrutiny); Citizens United, 
558 U.S. at 340 (same); Sarver v. Chartier, 813 F.3d 891, 903 (9th Cir. 2016) (holding that statute 
that restricts the commercial use of people’s personal identifying information “clearly restricts 
speech based upon its content”).  The CCPA therefore violates the fundamental First Amendment 
principle against distinguishing among speakers in a number of different ways. 

First, the Act selectively burdens the speech of a subset of businesses that maintain and 
sell personal information—those that have substantial revenues, those that receive or disseminate 
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the personal information of large numbers of users for commercial purposes, and those that derive 
more than half of their annual revenues from the sale of personal information.  Cal. Civ. Code § 
1798.140(c).  The Act requires these businesses to provide consumers with an “opt-out” right and 
bars them from selling information about people who exercise the right, but imposes no such 
requirements on smaller businesses that generally distribute different sorts of information 
(aggregated in different ways) than the larger businesses do.  Furthermore, the opt-out right is 
limited to information that is sold; consumers may not block the distribution of personal 
information for other business purposes unless the information was collected from the consumer.  
Id. §§ 1798.105(a), 1798.120(a).  The Act thus disfavors large businesses and smaller businesses 
that depend on selling personal information.   

Second, the Act discriminates among speakers in another way:  It provides that “the rights 
afforded to consumers and the obligations imposed on any business” under the Act “shall not apply 
to the extent that they infringe on” the activities of persons engaged in journalism and connected 
with a “newspaper, magazine, or other periodical publication, or . . . a press association or wire 
service.”  Cal. Civ. Code § 1798.145(k); Cal. Const. art. I, § 2(b).   

Thus, the Los Angeles Times could not be stopped from sharing information about a 
California resident’s criminal record with millions of daily readers, but that person could bar other 
businesses—including, for instance, book publishers—from including the same information in 
their publications.  Because “[t]he law on its face burdens disfavored speech by disfavored 
speakers” (Sorrell, 564 U.S. at 564), and does so based on content and not just speaker identity, it 
violates the First Amendment.  

Third, the law’s practical effect is to enable California residents to suppress the 
communication of particular facts.  By exercising their opt-out rights, consumers can prevent a 
business from disseminating information about them in any communication that the business sells.  
The veto right conferred by the statute is virtually absolute: As long as the information satisfies 
the definition of “personal information,” the consumer may direct the business not to sell it, and 
the business must comply.  Indeed, unless the business decides to give away its products rather 
than sell them, the restriction imposed once an individual opts out amounts to a “complete speech 
ban[].” 44 Liquormart, Inc. v. Rhode Island, 517 U.S. 484, 501 (1996).  Such bans, “unlike content-
neutral restrictions on the time, place, or manner of expression, are particularly dangerous because 
they all but foreclose alternative means of disseminating certain information.”  Id. (internal citation 
omitted). 

Moreover, the Act authorizes consumers to ban speech selectively, allowing some 
businesses to speak about them while silencing others.  “[A] law or policy permitting 
communication in a certain manner for some but not for others raises the specter of content and 
viewpoint censorship.”  City of Lakewood, 486 U.S. at 763.  

Indeed, the Act appears designed to encourage such censorship.  A California resident may 
first review the personal information that a company maintains and then decide whether to employ 
his or her opt-out right.  Thus, a consumer may permit continued sales of positive information but 
block sales by businesses that possess negative information.  Individuals can also favor some 
speakers over others:  They can direct one business not to sell personal information while allowing 
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another business to market the very same information.  This creates the potential for groups of 
consumers to burden disproportionately the speech of unpopular speakers, effectively censoring 
their communications in a manner that violates First Amendment principles.  

III. The Act Should Be Modified To Exclude All Publicly Available Information. 

Businesses whose speech is burdened by the CCPA will able to sue in federal court under 
42 U.S.C. § 1983 to assert their First Amendment rights and obtain an order invalidating the statute.  
Successful plaintiffs will be entitled to an award of attorney’s fees and costs under 42 U.S.C. § 
1988.  To avoid the need for expensive litigation, the Legislature should amend the Act to remedy 
the First Amendment violations identified here.  This can be achieved, in part, by modifying the 
definition of “publicly available information” to include both information that is “lawfully made 
available to the general public from federal, state, or local government records,” without exception, 
and other information that is generally available to a wide range of persons, such as information 
from telephone books, information published in newspapers, and information from other public 
media.   


